
SCS_FW_Lib.manual.doc V13R   2021-01-11 Page 1 of 70 

 
 

 
 

 
 
 
 
 

FW Library Manual 

 

Revision 13R 

2021-Jan-11 

 

  



SCS_FW_Lib.manual.doc V13R   2021-01-11 Page 2 of 70 

Revision History 

Version Date Person Reason For Changes 

00A 2014-10-15 MTL Match CR390 FW v1.46.  
Change to library version 00A 

00B 2014-11-07 MTL Match library version 00B 

00I 2014-12-02 MTL Match library version 00I 

Add Bite memory tests, reset from PC 
Report CntrP HH and Link reset 

00Ia 2014-12-05 MTL Change Bite memory address 

00L 2015-01-15 MTL Match library version 00L (PC query nr. Cards) 

00O 2015-02-04 MTL Match library version 00O (serial reader) 

00Q 2015-03-30 MTL Change master LAN setting example to ComB (3.1.3) 

Match Library version Q. 
Add Node / Event simulation (Management / Debug functions) 

00R 2015-04-18 MTL Match Library version R. 

Add updating 

014 2015-07-21 MTL Match Library version 14 

019 2015-8-21 MTL Match Library version 19 

01D 2015-9-15 MTL Match Library version 1D 
Add dB size, serial readers 

01F 2015-10-15 MTL Match Library version 1F 

01K 2015-11-12 MTL Match Library version 1J. 

Add 4.5.3 Card and reader test 
Add 4.5.4 Reader simulation 

Add - Card decode in Terminal / Test - Reader 

01O 2016-02-01 MTL Match Library version 1O. 
Add readers 4.1.20 

Add Salto readers 

01P 2016-02-04 MTL Match Library version 1P. 
Change Random search to Random check (multiple check groups ï to be added to FW) 

01Q 2016-02-24 MTL Match Library version 1Q. 

01U 2016-04-14 MTL Match Library version1U. 

01W 2016-06-06 MTL Match Library version1W. 

01X 2016-06-10 MTL Match Library version1X. 

01Z 2016-07-27 MTL Match Library version1Z. 

Add Front LAN (sub-LAN) slaves 
Expand on vending functionality 

01Z 2016-07-27 MTL Match Library version1Z. 

Add Front LAN slaves 
Expand on vend functionality 

Add CLIP 

024 2016-11-20 MTL Match Library version 24. 
60 Tg requires CR355A and Own dB Tg 

021 2016-10-10 MTL Match Library version21. 

Add capture timeout. 
Expand on Reset / Test link and reset functions 

024 2016-11-20 MTL Match Library version 24. 

60 TG requires CR355A and Own dB Tg 

025 2017-01-21 MTL Match Library version 25. 

026 2017-01-21 MTL Random check with input types pass, fail, clear 

   Tmout for pass/fail and pulse after 

   New events for pass, fail, tmout 

100 2017-08-11 MTL Add universal features: 

Counters, Intrusion, Timers, PLC 

Reformat document for applications, resources and functions 

101 2017-09-25 MTL Add DENIS does ABC 

Add input enabled by output 

Add FW keys 
Include Input and output resource and DENIS drawings 

General document format changes 

107 2018-05-05 MTL Up to 128 Tg 
Change comms settings 

Add readback functions 
Additional Input and Output information 

10F 2018-07-25 MTL Sync with version 10F 

113 2018-08-23 MTL Sync with version 113 

Add device linked to reader, option for device as card entered event 
Add keys display 
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Version Date Person Reason For Changes 

125 2019-02-16 MTL Universal - 2nd TCP socket (setup stack) 

128 time groups / 32 time zones 
MAC for non-TCP 

Remove gateway 
HH serial type alphabetical and serial PassThru. 

HH legacy show rd-link (for booth and 1-door) 
Clarify Action complete 

Add Reader Link 
Add CR395 

130 2019-06-05 MTL Siemens GSM Clip, SMS 

Nr of Digits (only) 
SCS_Controller 

13E 2019-12-04 MTL RX ASCII formats 

Default changes: Output = 5 seconds, Readers = 2 
Aperio readers 

App convert 

AlcoVisor breathalyzer 

13F 2020-01-04 MTL Additional random check info 

13O 2020-09-22 MTL Change ABC 

ATB link ï cleared or set by linked readers. 30 ATB cards per reader 

13R 2021-019-11 MTL Sync with version 13R 

Change file name to SCS_FW_Lib.manual 
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1 SCOPE 
This manual contains all information on the Softcon firmware (FW) library used by controllers ï this excludes older 
generation controllers (CR35x, DF35x, DP35x and MF35x). 
 
In this document, the following terminology is used: 
 Application (App) Group of specific functions (e.g. Access, Intrusion, PLC, Vending). 
 Functions Functionalities used by an Application (e.g. anti-passback, random check/search). 
 Resources Readers, inputs, counters, timers, communication ports, etc. 
 Controllers (CntrP) Softcon control panels that use the libraries. 
 Master (PC) The head-end system (master) connected to the CntrP.  

  
Certain Apps, functions and resources are enabled only if the universal mode is selected ï see license keys.  
Legacy modes are fixed (see Legacy / Universal mode below). 
 
In this document, (future) indicates that the option is being developed and not available. Please contact Softcon if 
required. 

2 APPLICABLE DOCUMENTS 
All information regarding the library is included in this document. 
 
The functions table in document SCS_CntrP.Functions.doc lists what functions are available in each CntrP. 
The booklet SCS_CR39x.HH.Booklet.doc contains information on viewing and setting options in the CntrP, 
SCS_CR39x.Test.doc give test and repair procedures. 
 
Each CntrP has a manual with specific details of the CntrP (specification, installation, repair, etc.). 
 
All documents are available on WWW.softconserv.com 

3 LEGACY / UNIVERSAL MODES 
CntrPs have legacy modes of operation, and is used in installations where top end systems do not have the universal 
option. In a legacy mode, all resources are restricted (e.g. only 2 readers, 20 inputs, etc.) and only has one of the 
following applications: 

Access 
Vending (different option available) 
Cash-loader 

New versions of FW after 2019 will not include the Legacy modes. 
 
The universal mode enables all applications, functions and resources (if included in the CntrP FW). 
 
An SDK will be available (2nd quarter 2018) for system developers to link directly to CntrPs in the universal mode. 
Phone, tablet and PC Apps will be available 2nd half 2018. 
 
Major additional feature and options not available in legacy mode include: 

Multi-resources (e.g. multi-readers). 
Setting per resource (each reader has own settings). 
Link to FLAN (slave) expanders (adds additional resources, e.g. readers, inputs and outputs). 

Additional communication via WiFi, BlueTooth (BT), GSM, Power Line Comms/Data (PLD) (future) and Zigbee (future). 
 PLD is communication via the mains (110 to 240VAC) electricity sypply. 
Multi-random check (search). 
Timers. 
Counters. 
SMS and internet (Internet Of Things) control and reporting. 
Lift control. 
Intrusion alarm system DENIS ®. 
Programmable Logic Control (PLC) via algorithms of events (e.g. output on combination of inputs, counters). 

 
Certain applications, functions and the number of the resources (e.g. the number of readers) may be disabled or 
restricted with license keys. License keys can be altered remotely. 
  

http://www.softconserv.com/
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4 GENERAL INFORMATION 

4.1 GENERAL CONCEPTS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CntrP can simultaneously execute one or multiple app(s), typically: 
 Access Control, Cash Loader, Intrusion, Level / lift control, PLC, Vending, etc. 
 

CntrP can execute one or more of the same app, typically access control of multiple doors (each with own card 
reader and latch) and e.g. multiple intrusion apps (each with own set of sensors and controls). 
 
Apps use functions to execute the application requirements, typical functions: 
 Access APB, booth, random check, etc. 
 Comms FLAN, LAN master, MDB, OSDP, etc. 

 Input Egress, reader enable, Intrusion sense, Intrusion mode select, etc. 
 Output Latch, capture, Intrusion Alarm, etc. 
 Vending Done detect, select timeout, etc. 

 
Apps and function use CntrP resources to do the functions and to execute the app, typical resources:  
 Comms RS232 port 1 and 2, RS485 port 1 to 3, GSM, Ethernet, etc. 
 Input Polarity, EOL supervised, bounce, timeout, enabling input and output, etc. 
 Output Polarity, timeout, enabling input and output, controlling input and output, etc. 
 Time group Time zones (slots in the day) and groups (when active for zone per weekday, holiday). 
 Time Real time, holidays. 

 
Resources can use resources ï e.g. time groups use time resources real time and holidays. 
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 sensor 

 control 

 reader 

 sensor 

 control 

 reader 
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4.2 COMMUNICATION 
Variety of options are available to CntrPs and depend on the product. All are listed here ï see the specific CntrP 
manual for options available. 
 
 
 
 
 
 
 
 
 
 
 
 
 
Communication options between PC and CntrP is either Ethernet or serial (GSM, WiFi, RS485 and PLD). This is used for 
set-up, control and reporting, 
Via a Softcon RS485 LAN, CntrPs can link as slaves to a Softcon CntrP LAN master that routs data to PC. 
When communication if off-line, transactions can be set to be buffered in non-volatile memory (stored when powered down), 
in volatile memory (data in buffer is lost when powered down) or dumped (data is not sent to the PC). 

 
Test / debug options are available and local setup / control communication can be used in on and off-line modes. 
Peripherals such as printers, note/coin reader and vending machines can be connected. 
 
Serial LAN connections are available to sub-LAN controllers, redirecting data to/from these CntrPs to PC). 
These connections can be used to update / change FW in sub-LAN CntrP. 
 
Multiple Softcon expansion CntPs CR375 (reader, LCD, PinPad) and CR394 (reader, 32 inputs and 16 outputs) are added 
via the Softcon proprietary RS485 Front LAN (FLAN). 
 
Readers, inputs and outputs can be added via direct link (RS232) or via specific LAN RS485 networks, these include OSDP, 
Zigbee (future), PLD (future), ControlSoft, Salto, AssaAbloy and Matra LAN. More could be added on request. 
 
All Softcon CntrPs and expanders have a 1-wire expansion bus (100m length) that adds multiple IO392 (2-relay) extenders 
and temperature sensors. 

 
See CntrP manual for the communication types available and for the Com port generally used. 
See Communication resources below. 

4.3 FW VERSIONS 
The version format is Vccc.lllx: 

ccc  CntrP specific version (HW drivers, I/O ports, etc.). 
lll  Library version. All functions and settings (common to Softcon products). Note that certain functions may not be 

linked in certain ccc versions. See the function table appendix. 
x For French, a óFô after the version indicates that displays are in French.  

Other languages are available on request. 

4.4 UPDATING 
The CntrPs FW can be updated with PC based programmers or via Ethernet (UDP) or RS485 LAN connections. 
Updating via the LAN requires a CR391 master LAN CntrP installed with the boot-loader application 
 
The manual SCS_CR391.FWupdate.manual for details. 

4.5 LICENSE KEYS 
CntrPs are factory programmed (FW) with selected Apps, Functions and Resources. 
 
Each CntrP has license keys that set limits to the number of resources: 
 Readers, Inputs, Outputs, etc. 

Functions and the number of each available are enabled by the keys. 
Keys also enable the applications: 
 Access control, Cash, Vending, Intrusion, etc. 

 

A 

B 
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The applications enabled and the number of resources and functions can be queried by the connected PC and 
can be seen with the HH programmer. 
 
Given the unique CntrP machine (mac) number (read by the PC and HH), keys can be changed ï please contact 
Softcon. 
Typically (via Softcon SW3): 

 

4.6 TIMING RESOLUTION 
All timing / timeout settings are set to multiples of a resolution option of: 
 

Table 4.1 TIMING RESOLUTIONS 
1     msec 

10   msec 

100 msec 

1     second 

1     minute 
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5 RESOURCES 
This section (in alphabetical order) describes the resources available to functions. 
All resources can be set-up via communication links, plug in programmers and configuration files (e.g. on memory 
sticks or cards).  
 
Resource Reference (Ref) 
The number of resources available are FW dependent and could be restricted by license keys. 
Every resource has a reference number, starting with 1 for the resource type and the last cannot exceed the license 
key maximum (e.g. readers 1 to 4, inputs 1 to 128, outputs 1 to 64). The reference numbers are used in setup and 
identification of the resource.  
 
Connection Location (Com.Node.Port) 
Resources such as readers, inputs and outputs require the Com.Node.Port setting of where the resource is 
connected: 
 

Com 0=on-board (e.g. for reader, the local Wiegand / Data-clock ot touch). 
 1+ the Serial Com port the reader is connected to (1=ComA, 2=ComB, etc.). 
Node When RS485 LAN, the node on the LAN were reader connected (if LAN=0, node is ignored). 
 When the reader is serial not on a LAN (e.g. RS232 single reader), node is ignored. 
Port Selects the HW port when the Node has more than 1 reader, else ignored. 

 
For example, readers: 

0.0.1 on-board reader 1. 
1.1.1 Reader 1 on the CR375, node 1 connected to ComB. 
3.0.0 direct serial RS232 reader connected to ComC. 
4.3.2 2nd Salto reader of node 3, connected to LAN to ComD. 

For example, inputs: 
0.0.14 14th input on-board. 
1.4.25 25th input on CR394, node 4, connected to ComB. 
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5.1 ALGORITHMS RESOURCES (future) 
The PLC App uses algorithms states (e.g. inputs in certain levels) and changes (e.g. card entered, timeout) to 
effect new states (e.g. unlock a door). Algorithms settings use triggers. 

5.1.1 Algorithm settings 
To be included. 

5.1.2 Triggers 
In PLC Apps, algorithms setting use triggers. 
Triggers can be used to change state of other resources (e.g. start timers and counters, close outputs). 
 
Each trigger has the following reference parameters: 

Trig Trigger number 1 to Max. 
Name Optional. 

 
Each trigger is allocated to a resource (e.g. to a counter, timer, output, algorithm): 

Ttype Resource type this trigger is allocated to  (e.g. output). 
Tnum Resource type number this trigger is allocated to (e.g. output 5). 
Tstatus What the resource allocated to execute (e.g. change level). 
Tvalue Additional parameter   (e.g. to level 1, close). 

 
The event that must occur to execute the trigger: 

Etype Resource type that triggers  (e.g. reader). 
Enum Resource type number that triggers (e.g. reader 2) 
Estatus Resource status   (e.g. proceed). 
Evalue Additional parameter   (e.g. not used) 
Exref Additional parameter   (e.g. card 1234)  

 
Optional trigger setttings: 

Tg 0=always. 
 1=Tg must be active when event occurs. 
Report 0=no report. 
 1=report trigger change (send message to PC). 

 
Tstatus (what the trigger must execute) is Ttype dependent (e.g. a counter cannot power-up). Options 
available are listed in tables in the appendix. 
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5.2 COMMS RESOURCES 
When connected to a PC via any of the options below and the communication if off-line, transactions can be set 
to be buffered in non-volatile memory (stored when powered down), in volatile memory (data in buffer is lost 
when powered down) or dumped (data is not sent to the PC). 

5.2.1 COM Ports 
CntrP have up to 5 Com ports (shown as ComA to ComF). In certain CntrlPs, certain ports are fixed ï e.g. 
ComA is fixed as HH, RS485 (19K2 Baud, 9 bit) or ComB defaults to LAN (19k2, 9 bit). 
 
Interfaces available are CntrP dependent (certain interfaces can be added with plug-in modules):  

Table 5.1 SERIAL INTERFACES 

Type Description 
20mA Communication to peripherals (e.g. vending machines) 

BlueTooth Link to phones, tablets, PCs 

GSM Cell networks, caller identification (CLIP) 

PLD Power Line data ï on 110 to 240VAC mains supply multi-drop between CntrP or with peripherals 

RS232/TTL Point to point (one peripheral only) 

RS485 Multi-drop LAN 

WiFi Wireless links to other CntrP, PCs 

ZIGBEE Wireless mesh network (slow, low power, data only) 

 
Certain CntrPs can move interfaces to Com ports via HW components, links and via set-up. 
For example, CntrP CR393 has 7 interfaces (2xRS485, 2xRS232, GSM, Wifi and BlueTooth) that are 
allocated to the 5 Com ports available. 
 
All Com ports have the following parameters that must be set to match device: 

Baud rate Speed of the communication (e.g. 19,200 or 9600), 38,400 max. 
Bits 7, 8 or 9. 
Parity none, even, odd, hi, lo. 

 
Com port type selection determines the function ï see Com functions. 

5.2.2 PinPads 
Communication is generally serial RS485 with FLAN units (e.g a HH) or certain Wiegand dual line PinPads. 
Each PinPad connected has a reference number 1 to the maximum ï limited by the CntrP, the FW loaded 
and security key. 

5.2.3 Readers 
Communication with the readers is data/clock, Wiegand dual line, single line Dallas (touch), serial 
RS232/RS485 or wireless via RF modules. 
 
Baud rates, bits and parity depend on readers, see reader resources. 
See serial, Com port functions below for serial types to enable the serial readers. 
 
The resources setting of number of readers, enables up to 8 readers, limited by CntrP type, the FW loaded 
and the security key. 
 
Each reader has a reference number (1 to number of readers) used in all reader related settings and each 
requires the Com.Node.Port setting of where the reader is connected. See connection location above. 

5.2.4 TCP Network 
TCP connects the CntrP to PCs / internet.  
IP, Subnet Mask, Gateway, Port and MAC addresses are settable.  
See CntrP for rate (10 or 100M) and duplex (half or full). 
 
When installed to the PC via a TCP connection, the following set-up is required: 
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Table 5.2 TCP SETTINGS 

Setting  Description 
xxx  Node address 

1 SER/IP/MOD/USB PC IP comms 

xxx.xxx.xxx.xxx a Net IP address. 

xxx.xxx.xxx.xxx m Net mask. 

xxx.xxx.xxx.xxx g Net gateway. Only required when TCP connections via routers. 

xxxxx TCP port The port at the IP address, default 56789.  
Routers could have port address that may clash (default should be correct). 

xxxxxx-xxxxxx mac MAC address. Should not be changed. 

 
The IP and port setting must match the settings in the PC SW and the mask and gateway must match the 
windows settings. 
 
To test the connection, from a PC on the network, ping the IP address from the cmd prompt or from the run 
command. E.g. ping 192.168.10.160. Note that leading zeros must not be used in the ping command. 
 
When connected directly to a PC, a crossover cable must be used (certain PCs auto crossover). A straight 
cable (1 to 1) is used when connected via multiplexers/routers.  
The run LED indicate the status of the TCP comms, with on indicating that comms is established. 

5.2.5 USB (future) 
The USB options requires that the USB connector be installed on the PCB.  
USB slave (mini USB connects to a PC) servers as a serial port for to test. 
USB master reads/write files from/to a memory stick.  
Future FW additions could allow for communication with peripherals (printers, note readers, etc.). 
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5.3 COUNTER RESOURCES 

5.3.1 dB Counters 
These counters are integrated (require no set-up) and calculate cards enabled for readers and/or set for 
specific time groups. 

5.3.2 Reader Event Counters 
These counters are integrated (require no set-up) and count reader event types (e.g. out-area, not-opened) 
for each reader (the types counted are listed in a table in the appendix). 

5.3.3 Comms-up Counters 
These counters are integrated (require no set-up) and count the events added to and removed from the 
data stack (buffer) with PC. 

5.3.4 Card Count Tg 
Each of the first 15 (access) time groups, or 60 for CR355A, or 128 for Universal, have counters with a 
maximum setting of up to 65000. If the setting is not zero, the count of the time group of the card requesting 
access at reader 1 is compared with maximum setting for the time group. If the count exceeds the maximum, 
i.e. count full, access is denied. When entering via reader 2, the time group count is decremented. When 
the count is full, an output (only first 15) can be activated (see output setting). An input can be configured 
as a card Tg count reset, resetting all Tg counts when the input is low.  
 
If on-line, the PC has no effect on counting. If using outputs to indicate full and a reset input, the PC setting 
for input and output type must be set for the appropriate count reset and count full, else a set -up to the 
CntrP will overwrite the input / output type. No set-up for maximum and now count values are settable via 
the PC (this could be added on request). 

5.3.5 Configured Counters (future) 
Counters can be configured to change on triggers and to execute an event when minimum or maximum is 
reached. 
 
Each counter has the following configuration parameters: 

Counter Number 1 to Max. 
Name Optional. 
Start count Start value. 
Up/down Count up (to maximum) or down (to 0). 
Current status Current status (busy, idle, pause, minimum/maximum). 
 Current count Current value. 

 
Triggers can be set for counters to do the following:  

Cancel Counter and all triggers for it are removed. 
Set counter current value is set to a specific value (e.g. to 0). 
Start event to start counter, Current status to busy. 
Pause event to pause counter. 
Continue event to change pause, back to busy. 
Cycle on end, counter configuration is reloaded to current. 
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5.4 FILE RESOURCES 

5.4.1 Card Database 
The CntrP uses a local battery backed up database of card holders which indicates if the card is enabled 
for each reader, the time group allocated to the card, if the card is a pass back card and a capture card. 
Database options available are listed below. When the dB type is changed, all data is lost. 
 
In LAN systems, the PC updates the database and the local data is overwritten.  
No upload to the PC function is available.  
A batch load function is available for the hand programmer. 
 
The number of cards in the local Db is CntrP dependent and is limited by the FW loaded and license keys. 
Then number of readers and enabling the following Db options can reduce the Db size: 

Output group Card/pin at reader activates multiple outputs (see output groups). 
Own Tgroup Cards have access time groups per reader (access times can vary per readers). 
Pin Up to 5 pin is used with/without card. Duress by adding 0 before the Pin. 
Random check Cards have % random check setting per reader. 
Vending In offline vending, each card has remaining and reload values. 

 
The number of cards can be set via the HH and updated via the PC ï smaller database, faster search.  
The CntrP finds the last card on power-up (updated on card additions) and does not search past this 
location. 
 
A setting is available to lock up to 99 cards in the card database ï starting at card location 1.  
These cards cannot be overwritten by the PC and is used typically for maintenance and special controlling 
cards. 
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5.5 GROUP RESOURCES 

5.5.1 Time Groups 
Time groups are set for when activities must be executed (e.g. when to monitor, control, access granted). 
A time group has 8 time zones (time slots, e.g. 7:15 to 17:30). A time group is enabled for time zones. (rows 
below) by a setting of 1 for the day of the week (Monday to Sunday) or Holiday as follows (the example 
group is active from 8:00 to 13:00 on holidays, 7:15 17:30 weekdays and Sundays and 24hrs on Saturdays):   

Table 5.3  TIME GROUP 
Start End M T W T F S S H 

07:15 17:30 1 1 1 1 1 0 1 1 

12:00 12:00 0 0 0 0 0 1 0 0 

08:00 13:00 0 0 0 0 0 0 0 1 

00:00 00:00 0 0 0 0 0 0 0 0 

00:00 00:00 0 0 0 0 0 0 0 0 

00:00 00:00 0 0 0 0 0 0 0 0 

00:00 00:00 0 0 0 0 0 0 0 0 

00:00 00:00 0 0 0 0 0 0 0 0 

 
When testing on whether a time group is active, the date is first checked against the 30 holidays  set. If the 
day is a holiday, the holiday column is checked for all 1s and the day of week is ignored. The time group is 
active if the time is within (and including) any the start and end times set with a 1. If the day is not a holiday, 
the appropriate day of the week column is checked. Time zone of 00:00 to 00:00 are not checked and time 
zones with start and end times that are the same, are 24 hr zones (e.g. 12:00 to 12:00). 
 
For legacy non-CR355A mode, 51 time groups kept by the CntrP and are as follows: 
¶ Access control (15).  

 One of the groups are allocated to each card and sets when access if granted (if the card is enabled). 

¶ Reader must be used (2).  
 A group per reader sets when the reader must be used to request access. If the time group is not active, the 
reader can be used optionally. When the group is active, the reader must be used. 

¶ PIN must be used (2).  

A group per reader sets when the PIN-pad must be used to request access. If the time group is not active, the 
PIN can be used optionally.  When the group is active, the PIN must be entered.  

 Note that if reader and PIN groups are active, both must be used (PIN followed by card), else a PIN error is 
reported. 

¶ Door open (2).  
A group per latch sets when the door is automatically open (e.g. in the mornings from 7:00 to 8:00). 

¶ Input time groups (15).  
Each of the action completes are set with any of the input groups, setting when the doors are monitored for 
illegally opened. When the inputs are used as input monitors, input time groups are set for when the inputs must 
be reported. Any of the input groups are selected for monitoring closed and for open (i.e. then the input is closed 
and when it opens). 

¶ Output time groups (15).  

Each output is allocated a time group setting when the contact is closed automatically (level 1 on the PC). A 
time-group of 0 sets no control on time. 

 
For modes universal 128 or CR355A 60 time groups kept by the CntrP. This requires db setting of own Tg. 
In CR355A mode, each 15 time groups share 8 time zones.  
In universal mode, group share 32 time zones.  
Any group is selected for Access, Reader, PIN, Door open (Latch), input and output.  
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5.6 INPUT RESOURCES 
The possible number of inputs available in a CntrP depends on the CntrP type (e.g. CR391 16 onboard, CR393 
8 onboard) and the number of extenders (FrontX) linked on FLAN and other extenders, typically: 

 

Table 5.4 INPUT EXTENDERS 

Name Comms Inputs 
IO390 TTL expander 16 supervised inputs 

CR394 RS485 FLAN 32 supervised inputs 

CR395 RS485 FLAN 4 supervised inputs, 15 TTL I/O (LCD / KeyPad) 

DS18B20 1-wire 1 digital thermometer 

 
In legacy modes, communication setting set the number of extenders.  
In universal mode, the Com.Node.Port for inputs references the number of extenders. 
See the manuals of these FrontX for connections. 
 
The maximum number of inputs is limited by FW compiled and license keys (typically  
CR391=256, CR393=128). 
The Resources-number setting for inputs of a CntrP (cannot exceed keys and FW limits) should be set to the 
maximum used, simplifying and speeding up editing and detection. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Each input has the following setting ï these default to commonly used and only need to be changed if required: 

Table 5.5  INPUT SET-UP 

Setting Description Example 
Name Input description Entrance latch 

Com.Node.Port Where input is connected 2.1.23 

Type Function type (see input functions below) Action complete 

Type reference Function reference Door 2 

Polarity Invert level Normally open/closed 

Supervised Short and open circuit detect Supervised 

Enabling Input Only monitored if enabling in active Key switch en- disables 

Enabling Output Only monitored if enabling in active When siren on, disable pushbuttons 

Alarm Type Alarm type if error Siren active if illegal open 

Bounce Timeout before active 100 msec before active 

Time-out Too long in active level 10 sec open too long 

Level time groups When level is detected (Active.Normal-Illegal.toLong. Not_open) Open too long only after hours 

Counter / normal Normal or counting input Counting 

Counting timeout When counting, report seconds 5 sec before count change report 

   

 
Each input has a reference number (1 to the number of inputs setting) and requires the Com.Node.Port setting 
of where the input is connected. See connection location above. 
 
Bounce and time-out settings depend on the input type.  
For action complete, time-out is open too long. 
Intrusion sensor inputs use bounce for entry delay and time-out for exit delay (after DENIS mode change). 
 
Each input can be set to be linked to Alarm, Buzz and Chime (ABC) type outputs that could be linked to sirens, 
buzzers, lights, etc.  
For Intrusion inputs, ABC outputs can be set for every DENIS mode (see intrusion app). 
For non-intrusion inputs, levels NATIL = Normal, Active, Tamper (short or open circuit), Illegal and too Long) 
can be set to activate A, B, C outputs (any combination). 

INPUT FUNCTION 
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Table 5.6 INPUT ALARM TYPES 

Setting Type Typically 
A Alarm Siren, SMS 

B Buzz Buzzer 

C Chime Chime 

 
Inputs are level detect (optionally supervised) or analog-digital. 
Each input is set supervised or not (gives short circuit and open circuit tamper). 
Supervised requires addition of two resistors at the contact (see CntrP manual). 
 

Table 5.7 INPUT LEVELS 

 Not-supervised Supervised 

Level Inputs Action complete Inputs Action complete 
1 Active Active Short circuit Short circuit 

2 Normal Normal Active Active 

3  Illegal open Normal Normal 

4  Open too long Open circuit Open circuit 

5  Not opened  Illegal open 

6    Open too long 

7    Not opened 

 
Input changes are reported to the PC when the allocated time group is active or a zero time-group is set.  
Open / short circuit is always reported, the other 2 or 5 (action complete) levels each have settable time groups. 
When the time-group is not active, the input is ignored and the change is not reported. 
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5.7 KEYPAD RESOURCES 
PIN-pad readers can function independently or in conjunction with the card readers.  
ñHH-modeò when the hand programmer link is detected ï keypad used for editing. 
ñPIN-modeò when no HH link and PIN used is set ï keypad used as PIN pad. 
 
Using PIN requires a database setting that uses PIN (currently only db10). Time_groups set when the PIN-pads 
must be used. When the time groups are set that PIN and cards must be used, cards with a PIN of 0, only 
require card and not PIN. When PIN only is entered, the ó#ô enters the PIN, when PIN and card, the PIN digits 
are entered, followed by the card (no ó#ò key). The PIN entered is always checked, also when followed by card 
and PIN is not required. 
 
Wrong PIN codes or no PIN code when required, are reported as ñWRONG PINò to the PC. A DURESS message 
is reported to the PC when a ó0ô is added to the front of the PIN code (the door opens normally if the PIN has 
access). 
 
Two versions of HID PIN/PROX readers are available. The óKô version uses the Wiegand data lines to transfer 
the PIN and the óSô version uses a 4 by 3 matrix and is connected to the CR374. See CR374/5 for connections. 
When using the HH, PIN readers only function correctly after HH are removed and the CntrP is reset. 
 
PIN readers that give Wiegand 4 bit or Wiegand 8 bit (data in last 4 bits) for pin selections can be connected 
(e.g. HID and ZK). 
  
Data/clock readers with PIN that use the following format can be used with the same set-up for PIN readers: 
 PIN digits in 8 bit bytes ASCII of the PIN (MSB first with odd parity), e.g. key in binary: 

 0 = 10110000 1 = 00110001 9 = 10111001 * = 00101010 # = 00100011 

5.8 LCD (DISPLAYS) RESOURCES 
LCD displays can be connected to the CntrP and function in conjunction with the card readers.  
Activities such as óPROCEEDô, óFACILITY ERRORô, amount of cash loaded, vending status, etc. are displayed 
on Softcon CR374, CR375 or CR395(s) connected to a Softcon FLAN (see communications above).  
 
A setup setting allows for reader activities to display on specific display(s).  
Normally, reader 1 activities are displayed on LCD 1 and reader 2 on LCD 2, etc. 
 
When not displaying activity, time / date and the reader name as received from the PC are displayed. 
In stand-alone installations, the reader name can be edited via the HH programmer. See hand programmer. 
 
Messages from the controlling PC can displayed (e.g. cardholders name, vending values, etc.). 
A time-out can be set for the display of PC messages. 
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5.9 OUTPUT RESOURCES 
The number of outputs available in a CntrP depends on the CntrP, the number of front-end CntrPs linked on 
sub-LANs and extenders. 
 

Table 5.6 OUTPUT EXTENDERS 

Name Comms Inputs 
IO390 TTL expander 8 open collector outputs 

IO391 TTL expander 8 change-over relays 

CR394 RS485 FLAN 16 normally open relays 

CR395 RS485 FLAN 2 normally open relays, 15 TTL I/O (LCD / KeyPad) 

IO392 1-wire 2 change-over relays 

 
See the CntrP manual for connections. 
 
Communication setting set the number of extenders.  
The numbers of extenders are HW and FW dependent. 
See the manuals of these FrontX for connections. 
 
The maximum number of outputs is limited by FW compiled and license keys.  
The Resources-number of outputs setting in a CntrP (cannot exceed keys and FW limits) should be set to the 
maximum used, simplifying and speeding up editing and control. 
 
Each output has a reference number (1 to the number of inputs setting) and requires the Com.Node.Port setting 
of where the output is connected. See connection location above. 
 
Each is controlled to active or normal, pulsed or toggled, as a result of the following (in order ï see output 
functions): 
 PC control external linked systems set the status of the output. 
 Triggers an allocated trigger is true or controlling input / output is active. 
 Tg changed when an allocated time-group state changes. 
 Application e.g. access request is granted, latch is activated. 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 

Table 5.7  OUTPUT SET-UP 

SETTING DESCRIPTION EXAMPLE 
Name Output description Entrance latch 

Com.Node.Port Where output is connected 2.1.23 

Type Function type Latch 

Type reference Function reference Door 2 

Polarity Invert level Normally open/closed 

Enabling Input Output only controlled if enabling in active Key switch en- disables 

Enabling output Output only controlled if enabling out active Cannot unlock if siren on 

Controlling Input Output open when enabling input active Key switch unlocks door 

Controlling output Output open controlled if enabling out active Fire siren unlocks door 

Pulse Pulse output 100 msec pulse 

Time-out Active time 10 sec open 

Control time group When output is active Unlock 7:30 to 9:00 weekdays 

Enable time group When output cannot change (see functions) Not change on holidays 

Report time group When output change is reported After hours and weekends 

 
The controlling Tg locks Outputs could be locked not to change until unlocked. 
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Certain output type changes are reported to the PC (if set for reporting and tg is active). 

5.10 PRODUCTS RESOURCES (future) 
To be included 

5.11 RD - READER RESOURCES 
CntrPs can accommodate 0 to 8 readers (depends on CntrP type, limited by FW and license keys). 
The number can be set (automatically limited to the maximum) via HH and by PC. 
In certain functions (e.g. vending), when set to 0 readers, functions that normally require a valid card, function 
as if card 1 was badged at reader 1 (these are described where appropriate). 
 
Readers (local and remote) are linked to the CntrP readers reference with the reader setting Com.Node.Port 
(e.g. reader 4 is addressed as 3.1.2 = CntrP reader 4 is reader 2 on node 1 connected to Com 3 (ComC). 
See Communication location under the communication section above. 
 

Table 5.8  READER SET-UP 

Setting Description Example 
Name Reader description Entrance 

Com.Node.Port Where reader is connected 2.1.23 

Inter link Ref to reader for interlock Door 1 

Clock polarity Invert the clock pulse Invert 

LED type 1, 2 or 3 LEDs, flash yellow 2 LEDs (yellow from red and green), flash 

LCD ref Where messages are displayed 2, 3 

Card display Display card number Enable  

PC display time Display timeout for PC messages  5 seconds 

Reader voltage 0, 5 or 12V 12V 

5.11.1 Local Readers 
Readers are connected directly to the CntrlP via: 

Dual line Wiegand.  Com.Node.Port=0.0.p 
Data/clock.  Com.Node.Port=0.0.p 
1-wire Dallas touch.   Com.Node.Port=0.0.p 
Serial, RS232 or RS485 (not LAN).  Com.Node.Port=c.n.p 

 
The number of ports available vary per CntrP.  
Wiegand and data/clock use the same ports and generally each have 3 LED indicators. 
 
Serial ï Universal (type RX ASCII) 
Basic readers (e.g. barcode readers), card number is transmitted as ASCII numbers, terminating with a 
carriage return (0D hex).  
 
This is either an Access Reader (as if you badge at a Wiegand reader) ï legacy is fixed reader 1, universal 
can be any reader (Com.Node.Port allocated to the appropriate reader). 
Alternatively, it is a Linked Reader the scanned data to another reader (see below) 
  
All non-ASCII numbers (<30 hex, >39 hex) are ignored. 
The serial data can have the reader number before the card number, comma separated, e.g. reader 2: 
 2,12345678 

 
The card number is at setting of card number location (see card resources - location). 
No data is transmitted to the reader. 

Com type 12 (Rx-ASCII). 
Card type 68. 
Baud reader dependent. 
Bits reader dependent. 
Parity reader dependent.  

 
Linked Reader: Data from a device can be attached to a card entered by linking the serial port to the reader 
reference. 
Typically, items (e.g. projector, laptop) are linked to card holders. 
 Badge card (e.g. card 112233) and scan barcode on the item (e.g. 123456). 
 This generates event Card 112233 entered, linked item 123456. 
The data from the device acts as action compete ï this requires the reader the device is linked to, has 
action compete setup (till open) and an action complete input (can be virtual). 
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The data from device can be also be sent as a card entered event, with the card as attached data. 
The device data must be in the card database (e.g. 123456) ï hence not used when data varies (e.g. device 
is a scale, linking weight to a card). 
 This option generates the additional event Card 123456 entered, linked item 112233. 
This allows logging of which card holder has the item (e.g. tools) or card holders linked to a project (project 
has a code in the card dB). 
 

 
Serial - MagTek 
MAG and chip cards are read at motorized or insert readers. Legacy modes, only reader 1. 
Cards are up to 20 digits. MAG is read on exit if no chip was read. 
The reader LED flashes green to show communication. 

Com type 12. 
Card type 64 insert reader. 
Card type 74 motorized reader. 
Baud 9600. 
Bits 8. 
Parity even.  

 
Serial - HCR 
Chip cards are read at insert readers. Legacy modes, only reader 1. 
Cards are up to 20 digits.  

Com type 12. 
Card type 66 insert reader. 
Baud 9600 (reader must be changed from default 38400). 
Bits 8. 
Parity none.  
 

Serial ï ID barcode 
These are universal barcode readers (1D and 2D), including ID cards and driverôs license (card and 
temporary) 

Com type 25. 
Card type Any. 
Baud 19200 (scanner default must be altered via scanning setup barcodes). 
Bits 8. 
Parity none.  

5.11.2 Remote Readers 
Readers are connected via serial RS485 LAN communication: 
 
ControlSoft 
ControlSoft proprietary LAN - readers set with address 1, 2 to number of readers. 
Legacy modes, only reader 1 and 2. 
The reader LED shows access granted or denied. 

Com type 13. 
Card type 60 ControlSoft. 
Baud 9600. 
Bits 8. 
Parity none.  

 
Salto / Aperio (AssaAbloy)  
Salto and Aperio proprietary LAN. Details of Hub and reader setting in appropriate documents. 
 
Readers are integrated within locks and generate input alarms when power is low ï requires power type 
input setting. Communication between reader and one router hub is wireless. 

Com type 14 Salto 
Com type 26 Aperio 
Card type depend on integrated reader and cards used. 
Baud 38400 (settable) 
Bits 8. 
Parity none.  

 
Matra 
Matra proprietary LAN RS485. 
The reader LED shows access granted or denied. 
Available on special request. 
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5.11.3 Reader Disable 
The reader LEDs show red when disabled. No data is reported when presenting a card to a disabled reader. 
Settings available for reader disable are for reader only, or reader and egress. See hand programmer. 
 
Reader is automatically disabled for 5 seconds after PC clear database until no more enables from PC. 

 
Reader Disable Input 
Readers / PIN can be enable / disable by monitoring the inputs set as reader enable inputs. 
The CR351 mode uses auxiliary inputs 3 for reader 1 and input 4 for reader 2, in other modes, an input 
configured as reader enable input. When the input is low (closed contact between the input and signal 
ground), the reader is disabled.  
 
A typical implementation is the enabling of a reader at a barrier only when a vehicle is detected at the reader 
(via a metal loop detector in the road). When an input is not set as a reader enable input, the reader is 
enabled. 
 
The reader enable set-up option 0 no/HI/P ena must be set to 1 (only reader en-disable on input) or 2 
(reader and egress enabled on input).  
 
In non-CR351 mode, the input is only monitored when the input time group is set to zero or when the set  
time group is active. When the time group is not active, the reader is enabled. Should the input be low (e.g. 
permanently linked to ground) and the time-group becomes active/not-active ï the reader is 
disabled/enabled (note that as the input did not change, an input change is not reported). As permanently 
linking an reader enable input to ground to effect reader disable on time group is the loss of an input, the 
reader enable output should be used.  
 
Reader disable output / PC control 
An output that is set for as a reader disable output will disable the reader when the allocated output time-
group (level 1) is active or when controlled by the PC (level 3). Should no physical output be required, a 
virtual output should be used. For CR355 mode outputs 13 and 14 are virtual (i.e. does physically not exist).  
 
In PC based systems, the readers can be en-/disabled via messages that are initiated automatically (time 
based) or on the occurrence of certain events, or on operator actions. By setting the reader enable output 
to level 3 (reader disabled permanently) or to level 4 (permanently enabled) ï a local time-group or inputs 
will not change the status). Setting levels 1 (disabled) or level 2 (enabled) will be overwritten by local reader 
enable inputs or time-groups. 

5.11.4 Reader Power 
The reader power supply to readers can be controlled in certain CntrPs to off, 5V or 12V (with current limit). 
 
Certain CntrPs have readers power selections to 5V, 12V or 12V with limiting current, via links. 

5.11.5 Reader LEDs 
Up to 3 reader LEDs are controlled per reader.  
 
Generally as follows: 

Amber (yellow) ready, can be set to flash if the CntrP is on-line. 
Red access denied or reader disabled. 
Green access granted or door is open. 

 
A setting is available to use two LEDs ï Red and Green. To indicate Amber (ready), Red and Green are 
switched simultaneously, resulting in an Amber color is a Bi-color LED is used. 
See HH programmer for settings. 
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5.12 RD - CARD RESOURCES 
 

Table 5.9 CARD SET-UP 

Setting  Description 
##  Card type See types table below 

#####  ClientCode Client code of the cards (reserved section of card) 

###  Site code Site code of the cards (reserved section of card) 

##-##  Nr locate Start and end character where card number is located 

##-##  Fac loc Start and end character where facility number is located (client and site code) 

##-##  Alt Nr loc Alternative card number location (Client and site code does not match) 

##-##  Nr,Fc digt Number of digits for card number and facility code (client and site code) 

#####  Cd offset Offset added to card number 

#  RD no parity n/y Enable parity check 

##  RD exact bits Exact number of bit to be read. If 0, waits 100msec for next bit 

##  Duress bit Number of bits for duress cards (duress finger readers) 

#  FormErr   n/y Report format errors 

###  Reader Tg Time group when cards must be used for access request 

###  PIN Tg      Time group when Pin must be used for access request 

5.12.1 Card Type 
The Softcon CntrP can be set to use most card types available. The selections are tabled below. Note that 
the maximum characters that can be used for card numbers is 10 digits. Any type can be random cards 
(requires a random dB selection) or not. Type 14 effectively replaces type 12 and 16. 
 
Serial Card types for CR355 may require certain R1 and R2 uP versions.  
Touch readers require specific link field settings and resistors (see links below) and must be db mode 10. 
 
Setting a card type with odd number (one more than the normal setting), only uses facility code and ignores 
the card information. 
 
The tables below are for version 1.17 and later. Certain formats (type 20 above) type setting have changed 
from previous versions in order to have all CntrP types the same. 
 

Table 5.9 CARD TYPES 

Type Card Bits, chars Client Site 

02 Wiegand 26,27,30,32,34,35,36,37,38, 41, 42 40, 44, 45, 48, 56, 64 some some 

04 Wiegand 26,30 HID S, 32 old 1000, 34 Dutch, 36 Lenel, 44 Omniscan, 56 some some 

06 Wiegand 26, 32 Aritech,36, 44 Omniscan Yes No 

08 Data/clock Softcon 11 9 or 24c, 32 P&G Yes Yes 

10 Data/clock Softcon FE 9 or 24c Yes Yes 

12 Data/clock ISO 6 or 7c No No 

14 Data/clock ISO BCD 1 to 40c Yes Yes 

16 Data/clock ISO 12c Yes Yes 

18 Touch 12c No No 

20 Wiegand 32 BCD,34b GSC/Mifare, 40b Cardax, 44b Impro No No 

22 Wiegand 32 Mifare, 34 Mifare, 44 Impro No No 

30 ASCII Wiegand  No No 

32 Wiegand 44 Hex impala No No 

34 Wiegand 44 Hex WW No No 

36 Wiegand 44 No No 

38 Wiegand 44/45 RAW No No 

60(22) Ser RS485 (CntrlSoft) 32 serial No No 

62(24) Ser iCLASS  Serial RW Yes Yes 

64(26) Ser MagTek Smart/MAG MagTek Smart/MAG No No 

66(28) Ser HCR Smart/MAG HCR Smart/MAG No No 

68 Ser ASCII Univserial To match COM364 type 30. Set COM type 12, card location No No 

70 Ser Securitas To match COM364 type 31 (not included) No No 

72 Ser Matra To match COM364 (not included) No No 

(earlier versions in brackets) 
 
Most Softcon CntrPs have built in test functions (BITE) using a serial terminal. Selection of Reader displays 
the data read and the decoded results for all possible settings (see terminal / test below). 
 
The Wiegand formats are listed below (For no type, any type setting will function).  
Note that certain formats are duplicated to allow one setting for 2 card types on the same reader. 
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Table 5.10 WIEGAND CARD TYPES 

Bits Type 
Bit Format 
P=Parity, Cn=Card nr, Cc=Client code, Sc=Site code,Cs=Check 

Make Client 

64   Cn RAW French  

56  2 Cn BCD   

56  4 Cn RAW   

52   52 Cn BCD French  

50  1 P, 8 Cc, 8 Sc, 32 Cn,1 P RBH AccessTech-TsogoSun (Mykinos)  

48   23 bit card at 25 to 47 Desfire  

46   8 installer (ignored), 8 Cc, 4 Sc, 4 version (ignored), 16 Cn, 6 P Deister  

45   1P, 15 none, 8 Cc, 4 Sc, 16 Cn, 1P Impro  

45 38 1-45 Cn  Raw  

44 2 40 Cn, 4 P. Data wrong way round Impro  

44 4 40 Cn, 4 P, Number changed Omniscan  

44 6 Last 32 Cn, Number changed Omniscan  

44 20 9-40 Cn Impro  

44 22 9-40 Cn. Data wrong way around, add checksum Impro  

44 32 40 Cn BCD Mifare Impala 

44 34 5-40 Cn BCD Impro WW 

44 36 1-40 Cn  Impro  

44 38 1-44 Cn  Raw  

42   2,6,20 1 P, 8 Cc, 8 Sc, 24 Cn, 1 P Softcon  

42   4 1 P, 40 Cn, 1 P AceProx  

41  1 P, 8 Cc, 4 Sc, 22 Cn, 5 bit card status,1 P Triwave  

40   2 8 Cc, 8 Sc, 20 Cn, 4 P (ignored)   

40   4 1 P, 11 Cc, 8 Sc, 19 Cn, 1 P Casi Rusco  

40   6 1 P, 38 Cn, 1P   

40   20 8 Cc, 8 Sc, 24 Cn Cardax  

38    1 P, 8 Cc, 4 Sc, 24 Cn, 1 P Softcon  

37   2 1 P (ignored), 8 Cc, 27 Cn, 1 P (ignored) French Corporate 1000  

37   4 1 P, 17 ignored, 18 Cn, 1 P (ignored) Corporate 1000 Wits 

37   6 1 P (ignored), 8 Cc, 8 Sc, 19 Cn, 1 P (ignored) Corporate 1000 Wits 

36   2 2 P (ignored), 8 Cc, 4 Sc, 21 Cn, 1 P (ignored) Chubb Corporate 1000 GuardAll 

36 4 1 P, 8 Cc, 8 Sc, 18 Cn, 1 P Lenel  

36   6 1 P, 14 ignored, 20 Cn, 1 P Chubb  

35    2 P, 8 Cc, 4 Sc, 20 Cn, 1 P (ignored) HID Corporate 1000  

34   2 1 P, 8 Cc, 4 Sc, 20 Cn, 1 P   

34   4 1 P, 8 Cc, 19 Cn, 4 P Dutch  

34   6 1 P, 32 Cn BCD,  1 P GCS / Csoft  

34   20, 22 1 P, 32 Cn, 1 P GSC  

32   2 1 P, 8 Cc, 4 Sc, 18 Cn, 1 P   

32   4 1 P, 8 Cc, 22 Cn, 1 P HID Corporate 1000  

32   6 1 P, 8 Cc, 5 Sc, 17 Cn, 1 P Aritech  

32   20 32 Cn BCD. Must be dB 10.   

32   22 32 Cn Deister  

32   32 1 P, 2 Cc, 8 Sc, 20 Cn, 1 P French Mifare P&G 

30   2, 20 1 P, 8 Cc, 4 Sc, 16 Cn, 1 P   

30   4 1 P, 8 Cc, 4 Sc, 16 Cn, 1 P (Parity differs) French  

27    8 Cc, 16 Cn, 3 P (ignored) Indala  

26   2 1 P, 24 Cn, 1 P   

26   4, 20 1 P, 8 Cc, 16 Cn, 1 P   

26   6 1 P, 8 Cc, 4 Sc, 12 Cn, 1 P   

  
Parity / checksums ignored where calculation is unknown (can be added) and when LRC Parity check set 
>0. New formats can be added on request.  
 
A time delay of approximately 100 msec is automatically started when data bits are received from a reader 
ï and when timed-out, the data is processed. This mechanism allows for slow swiping of cards. Certain 
proximity reader can read multiple cards with typical delays of 25 msec between cards. To disable the time 
delay, set the exact number of bits to be read (see Multi-reads (delay before next card is read) below). 
 
Only dB mode 10 can be used for Wiegand BCD, Wiegand 44, Corporate 1000, Touch tags and where 
card numbers exceed 65,000 (16 bit card numbers). 
 
Card database allows card number of 12 BCHex digits, hence card number cannot exceed: 
 BCHex FFFF FFFF FFFF hex 44 bits 
 BCD 9999 9999 9999 40 bits (not more than E8 D4A5 0FFF) 
Most significant bits are ignored. 
 
Omiscan reader, 44 bit, type 4. In versions < 1.67 when PARITY_30 at 0FFFEH=0.  

If hex 6x xx xx xx, add 04 6x xx xx xx. 
If hex 7x xx xx xx, add 30 7x xx xx xx. 
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5.12.2 Card Checksum / Parity 
ISO MAG cards can be programmed with a Longitudinal Redundancy Checksum (LRC) which is an extra 
check byte at end of the card data. This minimizes misreads as being passed. For the CntrP to check the 
LRC, the option must be set to 0. If the option is set to 1, the check is not done. LRC for cards with more 
than 20 characters must be set to off (cannot be calculated). 
 
Wiegand cards have parity bits that are checked or ignored. 

5.12.3 Card Data Location 
ISO MAG cards can be programmed with the FACILITY CODE and card number at certain character 
positions on the card. Start and end positions are set, position 1 is reserved for the start character - the first 
start position for facility or card number is 2. Facility code can be before or after the card number. 
 
The facility code must be programmed at the set position.  
The programmed card number could contain fewer digits (the CntrP stuffs in leading zeros). 
 
Should an alternative card location be set (not 00 to 00), the facility code of the card is checked and if 
correct, the card number at the set card number location is used and if incorrect, the card number at the 
alternative location is sent to the PC as a special message. This option is used to pass non-staff cards to 
external linked systems. 
 
Serial ASCII readers also use card location. Start position is 1. 
 
See ñCard facility and number ï number of digitsò section below for using the facility code and part of the 
total card number. This is applied after the card facility and number location has been applied. 

5.12.4 Card Facility code 
Cards that do not use random numbers have a section of the number that is fixed for the site and is referred 
to as the facility code. The remainder of the numbers run sequentially, generally starting at 1. The facility 
code is allocated and programmed in the card by the card manufacturer. Cards with a different facility code 
are read as an illegal card. When client code is set to 0, facility code is ignored (site also then ignored). 
 
Depending on the card type, the facility code is equal to (client code * 256) + a site code. The site and client 
codes are set in the CntrP and if the card type does not use facility, both must be set to zero. 
Setting a client and site code of zero, ignores the facility section of the card number. 
If the card type does not have a client code, the set client code is ignored. 
If the card type does not have a site code, the set site code is ignored. 
 
Setting a card type with odd number (one more than the normal setting), only uses facility code and ignores 
the card information. 
 
The position of facility code and card number in the card data structure for card types is fixed. For ISO MAG 
cards or serial readers the position for facility and card number are configurable, but whereas facility code 
must be programmed at the set position, the programmed number could contain fewer digits (the CntrP 
stuffs in leading zeros). 
 
See ñCard facility and number ï number of digitsò section below for using the facility code and part of the 
total card number. This is applied after the card facility and number location has been applied. 

5.12.5 Card Facility and Number ï Number of digits 
After the card facility and number locations have been applied to ISO and serial universal data, the following 
is applied (also for all other types). 
 
The FACILITY CODE in Wiegand cards can be decoded as a separate number and added to the front of 
the card number when using dB type 10. The total card number then consist of the facility and card number. 
As an example:  

Client 239, site 10 (this gives facility 239*256 + 10=61194), card 1234.  
By setting the number of digits to 5-5 (5 facility, 5 card), the new card number is 6119401234. 

This allows for using cards with different facility codes as the facility becomes part of the total number.  
Note that the client and site code setting must be set to 0 as these are ignored as client and site.  
The full number (e.g. 6119401234) is set in the database. 
 
Digits are clipped from the front ï e.g. if digits set to 4 and the number is 123456, 3456 is used. 
 
When no facility number (certain Wiegand types) or the number of facility digits is set to 0, only the card 



SCS_FW_Lib.manual.doc V13R   2021-01-11 Page 28 of 70 

number is used ï clipped from the front. 

5.12.6 Card Offset 
When using running number cards (with facility code, i.e. not random dB), the cards generally start at 
number 1. If cards start at a higher number, the offset can be set. For example if the cards start at 1001 
and the offset is set to 1000, the card data is located at 1. Setting a negative number adds to the card 
number, e.g. with a setting of -10, sets card 50 to card 60. The CntrP does not use negative number as 
minus, to set negative deduct the number from 65536 (which is 0), thus -10 is set as 65526. 

5.12.7 Serial Readers 
For simplicity, all details are given in the serial readers section under Reader Resources above. 

5.12.8 Mag Cards 
Softcon MAG formats start with HEX 11 or FE, 8 bits client, 4 site, 20 bit card number, 8 bit x, 8 bit y, 8 bit 
card type, a, b, c, d, e. Bytes x and y only used in certain cards types (else ignored), For card type 2, a=2 
byte sum, b to e do not exit. Other card types and use of x, y and a to e are proprietary to Softcon. 
 
Clock pulses from the readers vary. Certain readers require that the pulse be inverted (via HH or by PC). 

5.12.9 CLIP 
Caller identification (CLIP) is received from GSM (cell) modems or modules. 
See GSM ï CLIP in communication section above and GSM CLIP settings in Comms functions below. 

 
On receiving a call from the modem (the call is not answered, hence no cell charge), the caller ID is used 
as card number and search for in the card database. If found, the normal access control functions are 
applied to the card for the reader. Thus identical to a card, with the caller ID as card number (the cell number 
excluding the pre 0 or +xx) is badged at reader x.  
 
The cell number must be edited in the card database (dB type 10), e.g. +27823344567 or 0823344567 is 
entered as 823344567. 
 
The serial port type must be set to GSM with matching baud, bits and parity and Clip must be enabled for 
GSM. 
The reader (Com.Node.Port) must be addressed to the Com port (legacy is fixed as Reader 1).  
Reader type is irrelevant. 
 
Two types of GSM modes are currently accommodated ï the on-board / piggy back QUETEL M95 modem 
or the external (RS232) SIEMENS MC55 modem (GSM setting 0 or 1 respectively). 
 
The GSM setup option of Clip must be enabled. 
 
As no revenue is generated by the Cell network operator, certain operators cancel the SIM card after 3 
months. By enabling the GSM SMS option, an SMS is sent to all card numbers in the local database that 
have its property set for REPORT. This requires the Data Base setting for Properties to be enabled. 
The SIM card must have SMSes available 
 
 The Event Stats SMSes are sent when: 
 Via HH, when in the Event Stats menu, select key 8. 
 SMS period (hour : Minute ï days) is reached (see Time functions).  
 
The SMS shows the time-date 
Controller name 
Version  
ID (MAC) 
 
 

 

15:23 2019-01-19 

Controller Name 
CR391U 010.128 

D880394A02C 
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5.13 SENSES (AUDIO, CAMERA, VIDEO) RESOURCES (future) 
 

5.14 TIME RESOURCES 

5.14.1 Real Time and Date 
The CntrP contains a battery backed-up real time clock and date. The battery lasts 10 years with the power 
to the CntrP switched off (no battery power is consumed while the power is switched on). Accuracy of the 

time is better than ° 1 minute per month. In PC based systems, the CntrPôs time-date is synchronized with 
the PC clock every 60 minutes. 
 
When reporting events to the LAN, date is not included with the time in the CR351 mode. The PC date is 
used for the event, unless the event time is more than 1 hour ahead of the PC time, then the previous date 
is used, i.e. a buffered message is assumed. The date is included by the CntrP in all other modes. 
 
Monday is week day 1 and Sunday is day 7. 

5.14.2 Holidays 
Up to 30 holidays are set - date and month. Day of week setting for holidays are ignored by time groups, 
only the holiday settings are used. 

 

5.14.3 Settable Time-outs 
Many resources and functions have time-outs, these are described in the appropriate sections. 

5.15 XTRA RESOURCES 

5.15.1 Reset 
See CntrP manual for built-in power, time-out watchdog reset circuitry and link insert reset options. 

 
When CntrP is powered up with test link in, the following is defaulted (lib version 021 or later): 

Default all memory. 
Node to 64. 
Number of cards 1000. 
Enable 999 cards. 
LAN slave. 
RTC to 23:59:55 31-Dec-2016. 

 
Reset options are available via the HH ï see the HH booklet. Options include reset of the different memory 
types, for APB reset and for clearing vending totals. 
 
Link reset is reported to the PC. 
HH reset reports the reset type to the PC. 
 
The command F3 sent from the PC forces the CntrP to reinitialize. 
Command F5 causes the CntrP to stop servicing the watchdog timer ï resulting in the CntrP to reset. 
These commands can be sent via SoftWin3 Comms Interface Out Simulator: 

 

 
  the 1st number is the comms interface number (mux - TCP CntrP) 
 the second number is the node address 
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6 FUNCTIONS 
This section (in alphabetical order) describes the functions available to Apps. 

6.1 COMMS FUNCTIONS 
Functions are allocated to serial Com ports: 
 

Table 6.1 SERIAL TYPES 

Setting Description Function Interface 
01 LAN slave Slave to Softcon CntrP LAN RS485 

02 LAN master Master to Softcon CntrP LAN RS485 

03 RS232 test Test / BITE / Debug / config RS232 

04 FLAN master Softcon FLAN / HH RS485 

05 Cash load Note / coin reader TTL / RS232 

06 Vending MDB / Exec vending machine 20mA 

07 PC direct Basic comms directly with PC RS232 

08 Fuel pump Tocheim fuel pump 20mA 

09 Rd module RF reader module TTL / RS232 module 

10 GSM modem GSM comms / CLIP TTL / RS232 module 

11 TRX ASCII Slave basic ASCII RS232 /RS485 

12 Serial reader Universal, MagTek and HCR RS232 

13 ContrSoft ControlSoft readers RS485 

14 Salto Salto reader/locks RS485 

15 WiFi With other CntrPs / PC TTL / RS232 module 

16 BlueTooth BT for setup / control TTL / RS232 module 

17 WiFi / BlueTooth Dual module TTL / RS232 module 

18 FLAN slave Slave to Softcon FLAN (to 04 above) RS485 

19 LMI scale ASCII, weight gives action complete RS232 

20 OSDP Master to OSDP readers RS485 

21 PLD Powerline (MO310 to MO310) Mains 

22 PassThru To/From RS232 test Any 

23 MO310 to CR39X MO310 passes transparent RS485 / TTL 

24 MO310 to MO310 MO310 PLD LAN PLD 

25 Honeywell scanner Read any barcode RS232 

26 Aperio Hubs LAN to hubs (hubs to door is wireless) RS485 

27 AlcoVisor Serial to breathalyzer RS232 

 
For reader types, reader setting of Com.Node.Port links the reader to the Com port. 

6.1.1 Blue Tooth / WiFi 
WiFi mode selection is one of the following: 

Master WiFi Master CntrP poles up to 5 Slave CntrP via WiFi (transparent mode). 
Slave CntrP communicates to WiFi master CntrP (when polled). 
Router CntrP links to network server via a router in TCP mode. 
Pass Data between WiFi and test Com port are passed through ï CntrP ignores and generates no data.  

 
Details to be added. 

6.1.2 Cash Loader  (single - TTL) 
Notes readers are typically TTL, 9600 baud, 7bit, no parity.  
The readers can be en/disabled and note reader are reported to the CntrP. See cash loader application. 

6.1.3 FLAN Master / Slave  (LAN - RS485) 
FrontX units can be connected on a Softcon RS485 sub-LAN (FLAN).  
These units include the CR374 that is used as HH programmer and as reader / LCD / PinPad and I/O 
expander and the CR394 as reader and I/O expander. 
 
Communication is generally RS485, 19200 baud and 9 bit data. To facilitate radio linked (wire free) 
communication, 8 bit can be selected in the serial setting ï all FLAN units require the same setting. 
 
Two modes of operation are available (only one mode can be used on a FLAN): 
 

LEGACY mode allows only two CR375 on FLAN ï this mode is enabled when the number of FLAN 
slaves is set to 0. The Front-end setting is used to enable the CR375s connected. 
 
UNIVERSAL mode is enabled by setting FLAN slaves > 0 (Front-end setting is ignored).  
CR375s require version 1.20 or later and CR375s / CR395s and CR394s require setting of a node 
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address.  
HH programmer is node 1 (this CR375 only requires address link out) 
Other CR375 require address link in and the node address set accordingly (change address link while 
powered-up, set node via keys 7nn and 8nn, where nn is the node address, then re-power-up).  

 
CR375s with FW versions 1.20 or later can function is Legacy or Universal modes and auto detect the 
mode. 
 
CntrPs have a HW link to switch between HH and front-end mode. In HH-mode, the keypad is used to edit 
setting. In front end-mode, the keypad is used for PIN entry. 
 
An optional is installed to link wireless to one or two CR375 front end CntrPs, each linking a reader, LCD 
(or programmer) to the CntrP. Modules are addressable and together with the burst communication used, 
multiple CntrP / CR375 RF links can be used within the same location. 

6.1.4 Fuel Pump  (LAN ï 20mA) 
A Tocheim fuel pump, 20mA, 9600 baud, 9 bit can be communicated with, see Fuel Pump application. 

6.1.5 LAN Master (LAN - RS485) 
In multi-drop LAN applications, a CntrP can be LAN master to Softcon CntrP slaves ï polling the slaves 
and passing data to the PC (the LAN master is slave to PC). 
 
The LAN master continuously polls the slaves. When no reply of repeated errors are detected in the 
message, the CntrP is set and reported as off-line. The delay between re-poll of all node allocated on the 
LAN is configurable and is 5 minutes by default. 
 

TABLE 6.2 LAN MASTER settings (e.g. node 1, ComB) 
001 Node Node address 1 preferred (see master CntrP for maximum) 

1 SER/IP/MOD/USB Comms to PC TCP/IP 

1 n/PcMast ComsI PC master Comms interface (legacy) 

02 ComB nSMTHCVP Serial type = master 

1 ComB 19k2/9k6/4k8 Bits per second. Slaves must match (generally 19k2 or 9k6). 

0 ComB 9/8/7 bit 9 bit data 

0 ComB n.e.o/1/0 n/e/o/1/0 

10 Slaves Set to the highest slave node address. See CntrP for maximum 

 
The status of the LAN can be seen via the HH programmer: See management functions below. 
When communication with PC is off-line, or when stack buffer to PC is less than half remaining, fetching 
transactions from slave CntrPs is stopped. 

6.1.6 LAN Slave  (LAN - RS485) 
The CntrlP is salve to the LAN master (see previous). The data is sent in packages not exceeding 17 bytes, 
which includes address (matched to the address set in the CntrP with the hand programmer), the length 
byte and a checksum. Data not passing the checksum is re-sent. 3 consecutive failures result in the CntrP 
being set as off-line and the master attempts a reconnect in communications every 5 minutes (retry period 
is settable). In modem applications, the PC dials the CntrP ï in current versions the CntrP does not call the 
PC. 

 

TABLE 6.3 LAN SLAVE settings (e.g. node 12, ComB) 
012 Node Node address (see master CntrP for maximum) 

0 SER/IP/MOD/USB Serial comms 

0 n/PcMast ComsI Not PC master or Comms interface (slave connected to a LAN) 

01 ComB nSMTHCVP Serial type = slave 

1 ComB 19k2/9k6/4k8 Bits per second to match LAN CntrP (generally 19k2 or 9k6) 

0 ComB 9/8/7 bit 9 bit data 

0 ComB n.e.o/1/0 n/e/o/1/0 

 
For testing, a slave LAN CntrP can serve as multiple nodes ï set the range of nodes in the SimNodes menu 
(start node-end node). The event - Input 1 low, input high, is sent for each node in the set range and 
repeated for the number set in the xxx Event I1 L/W menu. The data is sent every time enter (# key) is 
selected in a Nodes/Event Simu menu. Once the SimNodes are set, those nodes become on-line when 
polled by the master. The node addresses are cleared when the CntrP powers down. 

6.1.7 LMI Scale  (single ï RS232) 
The scale transmits the kg weight measured in ASCII, CR (9600 baud, 8 bit, no parity). 
This serves as action complete to a card badged ï serial reader reference setting links the scale to the 



SCS_FW_Lib.manual.doc V13R   2021-01-11 Page 32 of 70 

required reader. The weight is reported with the card. 
If no weight is received within a timeout period, the card is transmitted with 0 kg. 
The devise reference setting is the reader reference, linking the scale to a reader. 

6.1.8 MO310 (TTL / RS485) 
MO310 port to CntrP ïtransparent data is passed to/from MO310 port from/to PLD port. 

6.1.9 MO310 LAN (PLD) 
MO310 to MO310 via PLD. 

6.1.10 PC Direct (CR355 mode only)  (single ï RS232) 
This is a point to point connection (one connection only). 
CntrlP communicates directly with a PC via RS232 (not LAN) - no polling is done. Data is in HEX. 
Setup is sent to the CntrlP and events are reported to the PC. 

6.1.11 PLD (Over Mains power) 
This is multi-connections between MO310 modems / controllers, via the mains electricity (100 / 220 VAC). 
This is similar to the LAN communication ï via mains. Data is in HEX. 

6.1.12 Readers ï Serial, RX ASCII (single ï RS232) 
These readers connect directly (one reader) and are generally RS232 and are card types Universal, 
MagTek or HCR readers. 
For simplicity, all details are given in the serial readers section under Reader Resources above. 

6.1.13 Readers ï Aperio / Salto  (LAN - RS485) 
These readers (with integrated lock) are wireless via router hubs, multidrop on Salto and Aperio proprietary 
LAN RS485.  
For simplicity, all details are given in the serial readers section under Reader Resources above. 

6.1.14 Readers ï ControlSoft / Matra (LAN - RS485) 
These readers can multidrop on proprietary ControlSoft and Matra LAN RS485 (cannot each type on own 
LAN). 
Cards badged are reported to the CntrP (LAN master) and the CntrP changes LEDs on the readers. 
For simplicity, all details are given in the serial readers section under Reader Resources above. 

6.1.15 Readers ï GSM Caller ID  (CLIP) 
An external modem can be connected to a serial RS232 port or directly to an on-board or plugin module.  
The serial port type must be set to GSM with matching baud, bits and parity and Clip must be enabled for 
GSM. 
 
For simplicity, all details are given in the CLIP readers section under Rd-Card resources above. 

6.1.16 Readers ï OSDP  (LAN - RS485) 
Open Supervised Device Protocol (OSDP) is a security industry secure RS485 LAN protocol, connecting 
slave devices to a CntrP master. 
 
Readers such as HID and Morpho have OSDP options ï such readers can be on the same OSDP bus. 
The card bit type depends on the Wiegand cards / reader setting used. 

6.1.17 TRX ASCII - Slave Basic (CR355 mode) (single ï RS232) 
This is a point to point connection (one connection only). 
Communication to and from the CntrP via basic ASCII-HEX, space separated, CR terminated strings. 
No ACKs or NACKs or checksums are generated or tested. Events at the CntrP are transmitted (reported) 
as they occur and not saved to stack, no polling is done. Data structure must be 8 data bits, with or without 
parity, at any of the provided baud rates. Communication is either RS232 or RS485 on any of the serial 
ports (set as serial option slave basic). When using RS485, commands to the CntrP and events from the 
CntrP cannot occur at the same time. 
Commands are listed in the document SCS_CR390.comms.doc. 

6.1.18 RS232 Test 
Debugging and tests (such as BITE) can be selected and setup displayed / edited. See management 
section below. 
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6.1.19 Vending  (LAN ï 20mA) 
20mA, 9600 baud, 9 bit (master data sets 9th bit) for vend, even parity for fuel.  
The vending type is MDB (see vending functions below). 
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6.2 INPUT FUNCTIONS 

6.2.1 Input Type 
Each input is set with the one of the following functions: 

Table 6.4 INPUT TYPE 

Type Function Application 
None Ignored All 

Aux input Monitoring All 

APB enabled Anti-passback functional Access 

Action Complete  Door opened ï illegal or card entered Access 

Batt Low  Low battery alarm All 

Booth Call  1-reader booth, open 1st door Access 

Booth Occupied Open second door iif both closed, booth occupied Access 

Capture Card had dropped into capture bin Access 

Check 0%  Enforce no check Access, check 

Check 100%  Enforce check Access, check 

Check Continue Continue check Access, check 

Check Fail  Check failed (from external device, e.g. breathalyzer) Access, check 

Check Pass  Check passed (from external device, e.g. breathalyzer) Access, check 

Continue  Continue booth unlock function Access 

DENIS Disable D DENIS mode disabled Intrusion 

DENIS Enable E DENIS mode enabled Intrusion 

DENIS Enable/D  E Toggle mode enable, disable Intrusion 

DENIS Near  N DENIS mode near Intrusion 

DENIS Near/D  N Toggle mode near, disable Intrusion 

DENIS In I DENIS mode in Intrusion 

DENIS In/D I Toggle app into sleep, disable Intrusion 

DENIS Sleep S DENIS mode sleep Intrusion 

DENIS Sleep/D S Toggle app into sleep, disable Intrusion 

DENIS Toggle Toggles though the DENIA modes Intrusion 

DENIS Input Intrusion Input sense Intrusion 

Egress    Push-button request to open door Access 

Latch Mon Latch active Access 

Lift Alarm Lift alarm error Lift 

Lift Bottom Lift now at bottom Lift 

Lift Call  Call lift to level Lift 

Lift Maintenance In maintenance mode (doors unlocked) Lift 

Lift Now  Lift now at level Lift 

Lift Occupied Something in lift (use beam or passive) Lift 

Lift Top  Lift now at top Lift 

Mains Fail  Mains power supply failure All 

Pin External Row CR395 ï if low, the external shared PinPad Rows active PinPad 

Rd Last Activity  Report last reader activity with reader number Access 

Rd Enable Reader enable (e.g. vehicle loop detector) Access 

Reset APB  Anti-passback reset (if enabled for either, enable for both) Access 

Reset ATB  Anti-timeback reset (clear pending time-outs) Access 

Reset CntTg  Clear time group counters Access/Count 

Tamper  Tamper detected All 

Temp degree Temperature read in degrees C Temperature 

Temp Hi Temperature high alarm Temperature 

Temp Lo  Temperature low alarm Temperature 

Vend Clear Reload vending remaining values Vend 

Vend Do  Do the vend Vend 

Vend Done  Vend successful Vend 

Vend Fail  Vending failed (error) Vend 

Vd Fil/Cl  Cleaned or filled the vending machine Vend 

Vend In  Vend request button / lever Vend 

Vd Service Vending machine serviced Vend 

Vd ResCnt  Resent vending counts Vend 

 

Action Complete 
Action complete detectors indicate the status of the access point being controlled, i.e. whether the control 
has been effected. Monitoring of the action and the following additional features (event set to PC): 

Action complete card-holder has passed (entry opened). 
Illegal opening the CntrP did not open. 
Open too long entry point is being kept open. 
Entry closed closed after being open. 
Not opened entry was not opened even though entry granted. 

When set as a 1 door installation, action compete 1 is monitored for reader 1 and 2. 
 
APB Follow 
The cards APB is only changed when this input is read as high (open). See APB options under reader 
functions below. 
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APB Reset 
Certain APB reset settings (see APB reset under reader functions below) define what is done when the 
input is active. Pass-back is enabled while input is active. 
 
ATB Reset 
All ATB timeouts are cleared. Pass-back enabled while active 
 
Aux Input 
Input changes are reported when the allocated time-group is 0 or active. 
 
Battery Low 
Battery 0 is CntrP, x is reader. Active condition always reported. 
 
Booth Call 
When booth type is 1-door, 1st door is opened on Call 1, door 2 on call 2 input low. Second door on reader. 
Egress functions as normal in egress inputs. See booth. 
 
Booth Presence 
In booth (mantrap) mode, an active input indicates that the booth is occupied. See booth. 
 
Capture 
When card capture is set, an active input indicates that a card has been entered in to the capture bin. See 
capture. 
 
Cash Cleared 
This input indicated Cash drawer opened, results in reporting of the cash added totals. The totals are 
cleared. See the Cash application. 
 
Continue 
Before activating (opening) a latch, corresponding continue inputs are checked and if active, the latch 
activation is done. The door open time-out is timed-out for receiving the Continue active input. Typically 
used for check/search applications.  
Similarly, continue booth input must be active before the second door of booth is opened ï 1st door does 
not check continue booth input. If continue 1or 2 and continue booth inputs are set, both inputs (the continue 
booth and the second door continue must be locked for the second door to open). 
 
Count Tg reset 
All Tg counters are reset to zero when the input is active. 
 
DENIS - Intrusion monitoring 
DENIS mode Disable  DENIS mode to Disable. 
DENIS mode Enable   DENIS mode to Enable. 

DENIS mode Enable / disable toggle DENIS mode toggled. 

DENIS mode Near  DENIS mode to Near. 
DENIS mode Near/ disable toggle DENIS mode toggled. 

DENIS mode Inside  DENIS mode to Inside. 
DENIS mode In/ disable toggle DENIS mode toggled. 

DENIS mode Sleep  DENIS mode to Sleep. 
DENIS mode Sleep/ disable toggle DENIS mode toggled. 

DENIS mode toggle DENIS toggle though modes. 
DENIS input sense  Input sense ï set for ABC outputs for each mode of DENIS 

 
Egress (push button) 
Push buttons request the opening of the latch. Push buttons are used in installations that have entry readers 
only (push button exit) and where push buttons are used as an overriding facility (e.g. used by the 
receptionist to allow visitors access).. 
 
In booth or bi-directional turnstile installations, a push button per direction of access is installed. 
 
The push button can be disabled with the reader by setting disable reader on input, with the push button 
only being monitored when the reader is enabled on input. 
 
Enable Reader 
If none, or when the input is active, the reader functions normally.  
When inactive, the reader is disabled and the red LED indicates that data from the reader is ignored. 
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Latch Monitor 
The latch is monitored and only when locked after door closed (action complete) is action complete. When 
action complete is Till Door Closed, latch is controlled locked on door closed. 
 
Level / lift Control 
See level application. 
 
Mains Fail 
Mains 0 is CntrP, x is reader. Active alarm always reported. 
 
None 
The input has no function, is ignored. 
 
Random check (See check application) 
% inputs force no or all to be checked.  
Pass, fail and continue inputs are given by units such as breathalyzers or push-buttons (e.g. manual check 
completed).  
Continue is used in both / mantrap installations, opening the next door. 
 
Tamper 
Tamper 0 is CntrP. Tamper x is reader. 
 
Vend Inputs 
Cleaned  Message sent. 

Counts reset Message sent. Local counts available reloaded. 
Filled  Message sent. Local products available reloaded. 

Serviced  Message sent. 
Vend do Execute the vend.  

Vend done Vend successful.  
Vend key Vend input without a matching output is vend output calibration key. 

While calibration is active, selecting a vend key increments the pour time as the vend key is selected. 
Calibration finishes when the calibration key becomes inactive. 

  



SCS_FW_Lib.manual.doc V13R   2021-01-11 Page 37 of 70 

6.3 OUTPUTS FUNCTIONS 
See output resources above for all output setting. 
Outputs are controlled by applications and special functions (see output types below), by time groups (certain 
times of day, per weekday and holidays), by controlling inputs and outputs and by PC commands. 
None can change PC permanent control commands (level 3=permanent active, level 4=permanent normal), PC 
must send non-permanent active (level 1) or non-permanent normal (level 2) to cancel permanent control. 
 
Control order is as follows: 

Table 6.5 OUTPUT PRIORITY 

Control Priority 
PC control permanent active / normal Changed by PC control 

Controlling outputs Changed by the abode 

Enable time groups Changed by the above. Tg is only checked when the output should be active by any of the below  

Controlling inputs Changed by the above 

PC control active / normal Changed by any 

Active Time groups Changed by any, back to active if normal (not permanent and Tg active) 

Applications Changed by any 

6.3.1 Output Type 
Each output is set with the one of the following functions: 
 

Table 6.6 OUTPUT TYPE 

Type Function Application 
None Ignored All 

Alarm output Inputs in NATIL, readers in OFRID, Intrusion DENIS All 

Aux output Controlled on time group, algorithms, PC All 

Buzzer output Inputs in NATIL, readers in OFRID, Intrusion DENIS All 

Check Enable check (breathalyzer on, lamp to show search) Check 

Capture  Open capture unit Access 

Chime output Inputs in NATIL, readers in OFRID, Intrusion DENIS All 

Count Available Tg count available Access/count 

Count Empty  Tg count empty Access/count 

Count Full  Tg count full Access/count 

DENIS mode Enabled System in Enabled mode Intrusion 

DENIS mode Near System in Near mode Intrusion 

DENIS mode In  System in In mode Intrusion 

DENIS mode Sleep  System in sleep mode Intrusion 

InterlockBusy Busy with interlock / booth Access 

Isolate Reader isolated Access 

Latch Door latch Access 

LED Green Green LED Access 

LED Red Red LED Access 

LED Yellow Yellow LED Access 

Lift alarm Alarm detected Lift 

Lift Down  Go down Lift 

Lift Latch  Level door latch Lift 

Lift Light  Light in lift (on while door open, lift moving Lift 

Lift Level  Lift at level Lift 

Lift Up Go up Lift 

Offline Communication offline All 

RdOut Hi/Clk  Reader simulate Access, rd simulate 

RdOut Lo/Dat Reader simulate Access, rd simulate 

Temp normal Normal indication (between high and low) Temperature 

Temp Hi alarm High temperature alarm Temperature 

Temp Lo alarm Low temperature alarm Temperature 

Temp cool  Cool down Temperature 

Temp heat  Heat up Temperature 

Vend Vend while active Vending 

 

ALARM, BUZZ, CHIME 
Active intrusion sense inputs can be set to activate any combination of ABC outputs for each mode of 
DENIS. 
 
Other inputs can be set to activate any combination of ABC outputs for level ANILF 
 Active 
 Normal 
 Illegal Active (Type portal sense action complete - not as result of Portal Latch). 
 Too Long Active  (exceeds the input timeout setting). 
 Failed  (door not opened after latch time-out). 
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Reader can be set to activate ABC outputs for each event OFRID 
 Ok Access granted 
 Fail Access denies 
 Random Random check failed 
 Illegal Illegal attempts exceeded 
 Duress Duress Pin or Finger 
  
For the ABC settings, a reference 0 to 9 is set for each of these 5 events/modes. 
Ref 0 results in all Alarm/Buzz/Chime outputs activated. Other reference settings activated ABC outputs 
with same reference. 
 
Tamper End Of Line detection Short and Open Circuit activate all ABC outputs. 
 
Aux Output 
The output is controlled on a time-group and from the PC. 
 
Capture 
Control of the capture bin. See card capture. 
 
Count Full 
Access Time group counter ï when full, output is activated (counter output matches group number). 
 
Interlock Busy 
When booth sequence is in progress or interlock with a door open/unlocked, the output is activated. 
 
Intrusion Outputs 
Inputs are set for alarm output types Alarm, Beep and Chime (or any combination thereof) for each level 
NATIL (Normal, Active, Too long, Illegal open and too Long). 

 
LAN Off-line 
The output is activated when communication to the LAN is off-line. 
 
Latch 
Control of the latch output. 
 
When access is granted, the latch output is activated or changed over if X setting. The on board relays are 
generally used to switch latches, barrier, etc. Latches are installed in or on the door or booth frames. 
 
Note the egress and reader changeover polarity setting for the output. 
 
In 1 door applications, latch 1 is activated for all readers 
 
The latch can be set to Latch click which results in the latch being momentarily pulsed to locked when it 
is unlocked. This is used when an audible sound is required at the latch to indicate that it is unlocked. This 
option is generally not used when switching AC (AC latches make a 50/60 Hz sound when powered). 
 
LED G, Y, R 
LEDs are controlled displaying: 

Green  Access granted, door open. 
Yellow  Flashing for ready, running. Steady on if ready (may not be running, flashing is settable option). 
Red Access denied or reader disabled. Flashing red indicates booth busy. 

Readers with 2 LED settings, require red and green outputs ï yellow is both red and green on. 
 
Multiple outputs can be set for the same LED, facilitating multiple indicators of different types, at multiple 
locations (e.g. duplicated red LEDs in a control room, on larger indicators). 
 
Level Outputs 
Level go down  (till level is reached) 
Level go up (till level is reached) 
Level latch (for each level) 
Level light  (active while up or down active and 5 seconds after level is reached) 
Level now  (indication for each level) 
 
Off-Line (0 to x) 
0 is CntrP off-line. X is the peripheral x if off-line 
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Random Check 
Output driven indicating when random search must be done for card at reader. 
Reader Isolate 
Output driven by the PC when reader is isolated (data is ignored). When set to a virtual output, the reader 
isolate is controlled without an output being controlled. 

 
Reader Out 
A wiegand reader can be simulated by setting hi and lo reader output types. See test section below. 
 
Vend 250ms xxx 
Vend key output. 1st vend output=key 1, 2nd=key 2. Xxx is how long * 250msec the output is active when 
vending (xxx/4=seconds). Edit xxx via digit keys or vend calibration. 

6.3.2 Output Multi-control 
A multi-output control (typically lift control, alarm activation) option via relays controlled locally by outputs 
of the CntrP is by allocating an trigger group 1 to 64 to cards. This requires the dB type to be set to random 
(type 10) and the trigger Group database enabled (see HH programming). 
 
See triggers and area groups 

6.3.3 Reader Buzzer 
An output can be configured linked to a reader to control an external output.  
This buzzer can be set to sound when the following is set: 
 

0 Buzzer output disabled. 

1 Buzz on alarm 

2 Beep once for card accepted, twice for card rejected. 

3 Option 1 and 2 

 
The alarm conditions are card out of area (also ATB and APB errors), out of time, multiple illegal or door 
open too long or not opened. The buzzer sounds until the door error condition does not exist, i.e. the door 
is opened or closed legally. 
 
The buzzer output can be switched on or off from the PC. 

6.4 ACCESS FUNCTIONS 
Each reader can be set with the functions listed below. 

 

Table 6.7 ACCESS FUCTIONS SETUP 

Setting Description 
Action Complete Door monitor 

APB reset APB input-reset function (APB type, number, Ena any, disable) 

APB type APB type: enable, disable,  

ATB link Clear or set card from linked readers, else card must time-out 

ATB Minutes ATB of cards 

Beep / alarm Alarm buzzer type (none, beep 1 for granted / 2 denied, alarm, beep and alarm) 

DualBadge Number of cards required for access 

DualTmout Seconds timeout before next card in multi-badge 

Booth type Booth type 

Capture type Capture type 

Check type - % See check type (none, 1st door, in booth, external). % is 0 to 99 

Illegal attempts Number of illegal attempts before alarm, reader disabled 

Latch click y/n Latch click 

Reader / Pin enable in input Reader and egress enable on input 

Reader disable  Minutes reader is disabled after illegal attempts 

Reader Link Link for 1 door and for mantrap 
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6.4.1 ABC 
The access events (OFRID) and controlled portal status (ANILF) is monitored ï  
  Access Ok  access granted 
  Failed  access denied 
  Random check failed 
  Illegal  illegal attempts 
  Duress  Pin/Finger 
 Status Active Portal open legally 
  Normal Portal closed 
  Illegal Portal open illegally 
  Long Portal open longer than imeout 
  Failed Portal did not open 

6.4.2 Action Complete 
The access-controlled door status is monitored ï illegal open results in alarm (see input type Action 
Complete above). The latch is de-activated according to the Action complete setting: 
 0 = None Latch activated for output timeout period. Entered immediately reported. 
 1 = Till Open Activated till door opened or till latch timeout. 

 2 = Till Tmout Activated till timeout. 
 3 = Till Closed Activated till closed after opened or till latch timeout. 

 

For options >0, entered reported when door is opened or not opened reported after latch time out (see 
outputs above).  
Normally-open or normally-closed door contact types are set with the input polarity (see inputs above). 
 
Legacy mode action complete settings are changed (by the CntrP when received from the PC) to:  

Legacy setting New setting Input polarity (P setting for type) 

0 = Normally Open 1 = Till Open 0 
1 = none 0 = none 

2 = Normally Closed 1 = Till Open 1 
3 = Normally Open tmout 2 = Till Tmout 0 

4 = Normally Closed tmout 2 = Till Tmout 1 
5 = Normally Open till door closed 3 = Till Closed 0 

6 = Normally Closed till door closed 3 = Till Closed 1 

6.4.3 APB 
When a card gains access via an APB reader, the card is automatically disabled at that reader.  
A card set as pass back overrides APB, i.e. the card is not disabled. 
 
The card is automatically enabled for the linked readers. 
The card is disabled for all readers that have the same To Area Zone and enabled for all areas with the 
same From Area Zone (see Zones functions). 
 

Table 6.8 APB SETTINGS 

Setting Function 
0 Enable Anti Pass-Back 

1 Disable APB 

2 If offline, access if enable for any reader (no change) 

3 Disable for all readers 

4 If offline, access if enabled for any reader, then disable for all readers 

 
An input can be set for APB control. If active, APB functions as normal. If not active, the card is granted 
access is enable for any linked reader and the enable is not changed.  
 
This input option prevents a card holder from entering a car park with a vehicle, exiting on foot and re-
entering with another vehicle. This is achieved by connecting metal loop detectors to the CntrP, with the 
APB effectively staying where the vehicle is.  
 
Note that if the reader disabled on input option is used (when a vehicle is present), this logical option need 
not be used (not possible when the card holder needs to exit the car park on foot using the card.  

6.4.4 APB Reset 
An input can be set as with the APB reset function when the input is active (see inputs below). 
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Table 6.9 APB RESET SETTINGS 

Setting Function 
0 All ï enable all cards with numbers 

1 Enable card is enabled for any reader 

2 Disable all cards 

6.4.5 ATB 
Anti-time back is used where APB cannot be used (no exit readers) and a value of 1 to 9 minutes is set. 
The last 30 cards per reader that gain access are counted out for ATB.  
When the 31st card is used, the 1st card in the list is re-enabled.  

 
ATB is set per reader. 
Readers can be configured to clear a card from the other readers ATB list, i.e. a card entering though a 
reader is cleared from the other readers ATB time-out list. When not clear, the card must time-out before 
access can be granted.  
Readers can be configured to set other readers ï e.g. two readers are entry reader, linked to set so enter 
on either starts timeout on both. 
 
The setting is two digits xy, where: 
 x=type 0=no link, 1=linked readers clear, 2= linked readers set 
 y=linked reader nr (note up to 8 readers can be linked to one another). 
 
e.g. 2 readers are entry 
 Reader 1 - ATB link = 21 (linked readers set 1) 
 Reader 2 - ATB link = 21 (linked readers set 2) 
 Then Reader 1 and 2 will start timeout for readers 1 and 2 
e.g. 2 readers are entry/exit 
 Reader 3 - ATB link = 13 (linked readers clear 3) 
 Reader 4 - ATB link = 13 (linked readers clear 4) 
 Then Reader 3 and 4 will start own timeout and clear the other 
e.g. 2 readers start/stop one another 
 Reader 5 - ATB link = 15 (linked readers clear 5) 
 Reader 6 - ATB link = 25 (linked readers set 6) 
 Then Reader 5 and 6 will start own timeout, 5 will set 6, 6 will clear 5 
 
An input can be set for ATB control. If active, ATB functions as normal and ATB is ignored while not active 
(ATB table is cleared). 

6.4.6 Booth / Mantrap / Interlock 
Booth is Softconôs term for "air-lock", "inter-lock" or mantrap, i.e. if a pair of doors is set for booth then they 
are inter-locked, only one may be opened at any time.  
 
A CntrP can only be configured for 1 booth ï readers, latches, egress and action complete 1,2 are used for 
a booth. 
 
Booth options are: 

Table 6.10 BOOTH TYPES 

Setting Type 
0 Booth mode 

1 Normal mode (no booth) 

2 1 door booth (special sliding door booth 

3 Interlock 

4 1 reader (reader=active rd enable input) 

5 Call booth (Door open by button, reader in booth) 

 
Booth Mode (booth mode set to 0) ï 2 doors with action complete, occupied optional, 2 reader 
The CntrP controls a booth (mantrap) without additional external electronics. Action compete is required. 
Presence detect in the booth is optional. 
 
The sequences of events are: 

¶ Access request by reader, and/or PIN pad or egress. 

¶ If access is granted, the door is unlocked. 

¶ Action complete is detected for door opening and closing. 

¶ The door is locked. 

¶ Presence detect must be active. 

¶ The second door is unlocked. 
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¶ Action complete of second door is detected for opening and closing. 

¶ The second door is locked. 

¶ Access is reported to the PC. 

 
While the sequence is taking place, the readers, PIN and push buttons are ignored, and the red LED on 
the readers flash RED. The presence contact is closed when presence is true. The presence detect input 
to the CntrP must be permanently connected to signal ground when presence detect is not used. 
 
Should the sequence not be completed, the doors are locked after a 10 sec time-out and door not opened 
is reported to the PC. Should the presence detect have changed after the first door was opened (not 
permanently connected to ground) and presence is active after the time-out (i.e. someone is inside), the 
first door is unlocked until presence is not active. 
 
To eliminate the action complete problems caused by MAG locks, two additional inputs can be configured 
as latch monitors in the CR355 mode. On closing of a door, action complete is only after the action complete 
is active and the latch is locked. The lock monitor is ignored on door opening. The action complete settings 
must be set as ñopen till closedò. 
 
In the CR355 mode, an output can be configured as a ñbooth busyò signal. This output is active while the 
booth sequence is busy, i.e. while the red LEDs flash. 
 
1-reader/door Booth mode (booth mode set to 2) ï 2 doors with action complete, reader 1 
The booth uses a 1 door, 1-reader configuration. The reader is accessed by sliding the door to the to-
direction (open to the from-area, closed to the to-area). If the reader grants access, the door slides to the 
other side. 
 
Interlock mode (booth mode set to 3) ï 2 doors with action complete, 1 or readers 
With booth mode set to interlock, the doors function independently but prevent a door being unlocked (via 
reader or egress) while the other door in open or unlocked. Any booth mode is also an interlock. 
 
1-Reader mode (booth mode set to 4) ï1 reader, 1 or 2 latch / action complete, 2 reader-enables 
The 1-reader CntrP monitors reader-enable 1 and reader-enable 2 inputs. On receiving data from reader 
(connected to reader 1 port) and reader enable 1 is active (input low) - data is taken as from reader 1, else 
if reader enable 2 is active ï data is taken as from reader 2. If neither is active, the reader LED is RED and 
data is discarded. All other functions of 1 (one latch relay) or 2 doors (2 latch relays) and action complete 
function (reporting not opened, opened too long, illegal open) as normal. There is no booth sequence. 
 
1-Reader, Call booth mode (booth mode set to 5) ï1 reader, 2 latch / action complete / egress / Call booth 
The booth sequence is initiated by egress button 1 or 2 ï access without reader. Call booth starts booth 
sequence for reader request. The appropriate door is opened and when closed the reader acts as reader 
1 if call booth 1, door 1 was used, or as reader 2 if call booth 2, door 2 was used. The other door is opened. 

6.4.7 Capture Bin 
A card capture unit is an enclosure in to which visitors must insert their cards before exit is permitted from 
the premises. After the card is presented to the exit reader, the card capture bin indicates a ñDROP CARDò 
message. Only when the card is inserted into the capture bin will the door latch unlock. 
 
Non-visitor (non-capture) cards are granted exit without the need to insert a card in to the capture bin. Each 
card is individually set. 
 
An input and the active level (open of closed) is set for capture bin (linked to the reader) and the input is 
connected to the drop card potential free contact sensor.  
 

Table 6.11 CAPTURE TYPES 

Setting Type 
0 none 

1 Reader has card capture 

2 motor reader, not capture 

3 motor reader, capture 

4 capture, disable 

5 if expired, capture & exit (special function) 

6 if not expire, exit (special function) 

7 Pulse capture bin to open 

 

Capture Pulse / Tmout 
In most cases, the capture bin is opened until the card is inserted ï with a time-out (card not captured).  
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Certain capture devices require a pulse. The pulse length is settable.  
In universal mode, the pulse setting for the output set as capture - pulse > 0, close after pulse. 
 
The output tmout sets how long time allowed to óDropô the card (requires an input set to capture). 
If a capture input is set, card capture is reported when the card drop is detected, else not capture is reported 
after the tmout. If no input is set, card capture is reported immediately. 

6.4.8 Dual (Multi) badge 
Generally, a single card is badged to request access.  
Each reader can be set, requiring 2 or 3 cards enabled for access to be badged within a settable timeout 
period before access is granted. When the next card is badged, the timeout restarts. 
If the Multi-badge OutGrp is set to non-zero, the 1st card must have this OutGrp setting. 

6.4.9 Multi-illegal attempts 
A limit can be set on the number of illegal entry attempts at a reader as 1 to 9 attempts. When exceeded, 
an alarm condition is reported to the PC in PC based systems and the buzzer is sounded if the alarm option 
is set. The reader is also disabled if the option is set (see reader disable). An illegal attempts setting of 
zero, disables this option.  

6.4.10 Random check (search) 
Up to 4 random checks (check groups) can be enabled for a CntrP. 
As an example, check group 1 could be search, check group 2 for breathalyzer and group 3 medical. 
Each reader can be set for ABC outputs when random fails. 
 
Each check is performed by the CntrP, even when off-line. 
Each check group is linked to any reader. 
More than 1 check group requires the universal CntrP type selection. 
Each check group is independent of other check groups, each has own settings, inputs and outputs. 
If multiple checks must be done for a reader, all are performed. 
For each check group, the following must or can (optional indicated): 
 
Check Type  
Check type is set to one of the following: 

0=None 
1=Latch check is done outside the 1st latch / door, continue though same door. 

2=Booth(future) check is done inside the booth ï booth must be set. 

3=External(future) check is done externally, sequence ended. 

 
The sequence for each is: 
 
Check Latch (also if search cubicle before latch/door, access continue at same door) 

¶ Output set for random check is activated. 
 This output is connected to an indicator and / or cubicle / search breathalyzer enable, etc. 

¶ Pass or fail input reports with card number or timeout reports not checked. 

¶ Continue input opens latch ï access continues. 

 
Check Booth(future) 

¶ The first latch is opened and when closed (and locked), the output set for random check is activated 
(connected to an indicator, cubicle latch and / or breathalyzer enable, etc). 

¶ Pass or fail input reports with card number or timeout reports not checked, 1st door is opened. 

¶ Continue booth input ï booth access continues. 

 
Check External(future) (search done elsewhere, access not continued at same door).  

¶ Output set for random check (connected to an indicator) is activated for the reader error time-out 

¶ Check external with card number is reported. 

¶ The access sequence is terminated.  

¶ Search is done externally, access via another reader. 

 
Check Criteria 
The criteria to check a card is controlled by 3 options: 
 
Reader Setting (0 to 100%):  
The % check for each reader (for each check group) is set to xxx% Check 
 where xxx is the % check for the reader. 

This value is used for each card that has a check setting of 0. 
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Card Setting (0 to 3): Not sent by PC in legacy mode 
Random check creates the card database with a check setting per card, one for each check group.   
This setting is with the card data and forces the card to be checked as follows: 

0=Reader % setting is used. 
1=0%  card is never checked. 
2=50%  card is checked 50%. 
3=100%  card is always checked. 

 
Input Check Override 
Two inputs (active low) can be configured for check override (reader and card settings are ignored): 
¶ Check disable 0%  e.g. when check process is causing a queue. 

¶ Check enforced 100% e.g. card holder is suspected, must be checked. 

These are typically connected to a key switch or to a reader controlled contact. 
Note that using a reader controlled contact allows only certain cards to enable the override and the card 
doing the override is logged. 
 
No Check 
When override 0% is active of the random % passes, normal access proceeds ï latch is opened.  
 
Do Check 
When then random check must be done (% or override 100% gives check must be done), the sequence 
for each type is described above. 
 
Check Output 
For check type latch and booth, this output is cleared when the random check pass or check fail inputs are 
low (see next).  
If neither input is activated within a time-out period, reader check time-out is reported (with card number).  
 
Check Pass / Fail Inputs 
Low on inputs configured as PASS or FAIL (connected to a button or to the breathalyzer pass/fail outputs) 
ends the check process. Reader pass or fail is reported with card number. 
 
Continue Inputs 
Inputs configured as Continue latch and Continue Booth (second door in booth sequence) activate the 
appropriate latch (linked to the reader that caused the check).  
Continue is used when the check is done outside the first (or only) door. 
Continue booth is used if check is done inside a booth.  
Access control continues as normal (as if no check was done). 
 
BREATHALYZERS 
Currently 2 breathalyzer types are interfaced. 
Both require a timeout setting for person not blowing. 
 
 AlcoScan (see SCS_CR391.AlcoScan.pdf for connection and full setup detail) 

 CntrP setting: 
 Inputs: Check Pass.  Active low output from AlcoScan if pass. 
  Check Fail. Active low output from AlcoScan if fail. 
 Outputs:  Check. Active low to AlcoScan, enables scan. 
 Tick-Random Pulse: Legacy 250*10msec 
 Tick-Random Tmout: Legacy 18sec (typically) 
 
 AlcoVisor (Set to Controller mode) ï only serial connection to CntrP) 

 CntrP setting: 
 Output:  Universal Can be virtual (no real port, simply for timeout setting). 
 Output Pulse: Universal 0*10msec 
 Output Tmout: Universal 18sec (typically) 
 Tick-Random Pulse: Legacy 0*10msec 
 Tick-Random Tmout: Legacy 18sec (typically) 
 Serial RS232: AlcoVisor. Type 27, 9k6, 8 bit, no parity  

6.4.11 Reader Link 
Readers are linked to activate the same latch (legacy 1-door): 
 e.g. 2 readers:  1,1 = reader 1 and reader 2 activate latch 1. 
  0,0 or 1,2 = each reader activates own matching latch. 

 e.g. 4 readers: 1,2,3,4 or 0,0,0,0 = each reader activated own matching latch. 
  1,2,1,2 = readers 1 and 3 activate latch 1, readers 2 and 4 activate latch 2. 
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Note that if an output is set with type Latch x, then latch x is controlled for reader 2 (link is ignored). 
 
Booth (mantrap) uses reader link to set the pair of readers for the mantrap ï same as the previous. 
Each reader must have an output set to the matching latch. 
 
APB and ATB use the linked setting to en-disable the linked reader. 

6.5 VENDING FUNCTIONS 
General settings are available: 
 

Table 6.12 VENDING SETTING 

Setting  Description 
Vend Detect  Vender gives a successful vend message. 

Vend Timeout  Maximum time taken for the machine to complete the vend.  

For I/O vend, if the output timeout=0, this timeout is used. 

 On timed out, vend fail is reported and the fail output is activated (if set). 

Select Timeout  After badge, time to make a selection 

Reader Reader used to request the vend. If none, on select, request using reader 1, card 1 

Coin Set to none, coin, note or coin and note readers. 

If none, selections always active and if not preceded with card badge, item selected parameters displayed 

Comms Set to MDB 0 or 1 or Exec linked machine or to I/O, Access or key vend modes  

Credit Credit vend allowed 

Free 0=not free, 1=free vend, 2=free if off-line 

Offset 0=none, X add to key read 

Hex_bcd, decimal 0=key in HEX, 1=key in BCD, key in decimal 

Shared Keypad (CR395) 0=not, 1=ID (Keypad local ñEnter Voucherò, then Keypad external ñEnter itemò 
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7 APPLICATIONS 
This section describes the Apps available in the CntrP: 
¶ Access Control Card and biometric control of doors, turn-styles, barriers, mantraps, etc.  

¶ Cash Loader Capture coins and notes, adding the currency to the depositors account. 

¶ DENIS ï Intrusion Monitor intrusion sensors (e.g. movement detectors, panic buttons, etc.)  
  Control outputs (e.g. siren, lights, send messages, etc.) as per selected mode. 

¶ Level / lift control Control a lift / container up or down. 

¶ PLC Programmable Logic Control 
  e.g. Pool cleaners, geysers, lights, air conditioners, irrigation 

¶ Vending Control dispensing units or grant access in accordance to value of the request and available funds. 

 
Each application has functions available that can be enabled (e.g. anti-passback is a function of access). 
 
The universal CntrP type setting enables all the applications (if the application is included in the CntrP FW). 
The other CntrP type (legacy) setting enables one application accordingly. 
When an application is disabled, all functions and setting that are specific to only that application become hidden ï 
as if the applications and function does not exist. 

7.1 ACCESS CONTROL APPLICATION 
Reader names, activities and the date-time can be displayed on LCDs. 

 
The general sequence of an access event is as follows: 

¶ Access is requested by swiping/presenting a card/tag at one of the readers or by entering a PIN code at a PIN-pad. 
The PIN code is ended with a # or followed by the card. 

¶ Access is granted if the card is found in the database, enabled for the reader and the time group allocated to the 
card is active (see below). 

¶ When access is granted, the latch is opened for the set open latch time or until the door is opened (see action 
complete settings). 

 
Access granted or denied is reported to the PC in on-line installations.  
If there is no communication with the PC, the transaction is stored in an event buffer (see CntrP for buffer size). 
The message sent to the PC contains date (not in CR351 mode) hour, minute and second, card number and 
the event type: 

¶ Entered or reversed (1-door booth). 

¶ Not opened. 

¶ Out-of-area. 

¶ Out-of-time. 

¶ Captured. 

¶ Wrong PIN. 

¶ Duress (legal PIN preceded with a 0), , duress bits set for duress finger readers. 
¶ Wrong format (checksum or number of bits error).  

Multi-errors only sent once, i.e. only sent if previous was not a format error. 

¶ Wrong facility (client or site code do not match). 

 
If anti-pass back (APB) is set for the reader and the card is not set as a pass back card, the reader used becomes 
disabled for the card. If anti-time back (ATB) is set, the card is disabled for the reader for the set ATB period.  
 
In on-line installations, the card may be en- or disabled by the PC in response to the card having moved at a 
reader (APB or ñstrictly fromò), card expired, en-disabled by the PC operator or as a result of counters or events.  
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7.2 CONVERTER APPLICATION 
This application is typically used in CR395, converting Wiegand, Data/Clock and serial / USB. 
 e.g. Wiegand converted to serial (typically RS232 or USB for Point Of Sale). 
 e.g. Wiegand converted to Data / Clock (typically for devices that an only read Data/Clock). 
 e.g. RS485 LAN (e.g. proprietary OSDP) to Wiegand. 
 
By setting the appropriate serial (RS232 or USB) to RS232 Test and connecting this port to Hyper Terminal, the setup is 
shown by entering ? on the terminal: 

 
  
 
 
Note that data is in HexaDecimal 
  e.g. Card In = 1A, i.e. 26 bit 
 
Shown display is for CR395 
Com data is for the two serial ports A and B 
 

 
 
 
 
 
 
 
 
 
 

 
Multiple Card In types can be selected (number of bits.decode card type) 
 e.g. 1A.04 28.14 00.02       Wiegand 26 bit type 4, Wiegand 40 bit type 20 and others type 2. 
 
If Client Code and Site Code must not be checked. Set all CC and SC to 00 (00 = do no check). 
If Client Code and Site Code must be checked, set the Client and Site code pairs (multiple an be set), unused 
must be set to FF. 
 
The serial out format is configurable ï the format is executed in the order set. 
Format commands are 
  FF (one byte) ï none, ignored 
 Ex (1 + x bytes) ï send the following x characters 
   e.g. E1 0D sends carriage return 
   E2 0D 0A send carriage return, line feed 
 Dx (two bytes) ï send x characters of card number (MS character 1st)  
  Stuffing character (FF=none) 
  e.g. DA FF send up to 10 characters card number, no leading character 
    for card 123, sends 123 
    for card number 123456789012, sends 3456789012 
   DA 30 send 10 characters card number, leading 0 
    for card 123, sends 0000000123 
    for card number 123456789012, sends 3456789012 
 Cx (two bytes) ï as Dx, data inverted, e.g. 321, 2109876543 
 
 Bx (two bytes) ï send x character facility code read (Client Code * 256 + Site Code) 
  Stuffing character (FF=none) ï same as Dx  
 Ax (two bytes) ï As Bx, data inverted 
  
 9x (two bytes) ï send x character Client Code read 
  Stuffing character (FF=none) ï same as Dx  
 8x (two bytes) ï As 9x, data inverted 
  
 7x (two bytes) ï send x character Site Code read 
  Stuffing character (FF=none) ï same as Dx  
 6x (two bytes) ï As 7x, data inverted. 
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Output enable sets the control of the outputs (e.g. relays, LEDs) via setting bits: 
 Bit 0 = controlled by serial commands 
 Bit 1 = controlled by card matching Client and Site, or any card is Client and Site=0. 
 Bit 2 = controlled by time group (to be added). 
 
Convert decodes commands received from the Com port (terminated with 0Dhex) 
 Control output (4 byte output for legacy Com364, max output=9) 
 4 or 5  ASCII characters (requires Output Enable setup bit 0 set for each output to be controlled): 
  O (4Fh), 1 char output port 0 to 6 (30h to 36h), level 0 (30h off) or 1 (31h on), 1 (30h) to 9 (39h) sec. 
  O (4Fh), 2 char  output port 0 (all) to 7 (30h and 30h to 37h), level 0 (30h off) or 1 (31h on), 1 (30h) to 9 (39h) sec. 

 
Input changes are reported to the Com port (terminated with 0Dhex) 
 Input change: 5 ASCII characters:  
  I (49h), 2 characters input port 1 to 4 (30h and 31h to 34h), level 0 (30h closed) or 1 (31h open).  
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7.3 CASH LOADER APPLICATION 
Loaders are generally serial TTL, 7 bit and 9k6. 
 

After tagging a card and the holders name is displayed (by PC commands), the note reader is enabled for a 

7.4 INTRUSION (DENIS) APPLICATION  
Intrusion is the integrated application that serves as an intrusion alarm panel. 
Functioning is ñDENIS does ABCò 
The app is set to one of the following modes via inputs, via comms commands (SMS, GSM, PC) or by 
LCD/keypad: 

DENIS MODE TYPICAL SENSORS 
D Disabled Off Only panic 

E Enabled Away All on 

N Near Gardner Inside on 

I Inside Home Outside on, Inside off 

S Sleep Sleep Only bedroom on 

  

 
 

The following inputs can be configured to set / toggle or disable DENIS  
¶ DENIS mode Disable. 

¶ DENIS mode Enabled. 

¶ DENIS mode Enabled / disable toggle. 

¶ DENIS mode Near. 

¶ DENIS mode Near / disable toggle. 

¶ DENIS mode Inside. 

¶ DENIS mode Inside / disable toggle. 

¶ DENIS mode Sleep. 

¶ DENIS mode Sleep / disable toggle. 

¶ DENIS mode toggle (though all the modes). 

 
By setting time group to inputs (real or virtual) that set DENIS modes, DENIS can automatically change mode 
on an active time group (e.g. NEAR mode on Wednesday mornings (if not holiday). 
 
When the mode is changed, a message is set to the PC.  

 
Outputs can be set to show the DENIS mode: 

¶ DENIS mode Enabled. 

¶ DENIS mode Near. 

¶ DENIS mode Inside. 

¶ DENIS mode Sleep. 

 
Intrusion sensors are connected to input set as Intrusion input. 

 
All inputs can be set with time groups and can be linked to Enabling input (e.g. overriding key switch) and 
enabling output (e.g. fire alarm disables sensors). 
Each input can be set with bounce time (input not monitored for the bounce period (e.g. entry inputs). 
Each input can be set with timeout time (input not monitored for timeout period after mode change (e.g. exit 

 

 

DENIS APPLICATION(s) 
 

 
Mode DENIS 

 
D disable 
E enable 
N near 
 I inside 
S sleep 

 

does 
(for each DENIS mode) 

 
A alarm 
B buzz 
C chime 

 
 

Supervised 
Polarity 

Active Tg 
Enabling Input 

Enabling Output 

Input 

 
 

 
Comms 

 
 

 
Output 

 

 
 

 

Comms 
 

Control Tg 

Enable Tg 
Enabling Input 

Enabling Output 
Controlling Input 

Controlling output 
Polarity 

Display 
Keypad 

PC 

SMS 
Cell 

Tablet 

 Intrusion sensor 

 Intrusion mode 

Movement detect 

Door monitor 
Electric fence 

Smoke detector 
Push button 

Key switch  Other sensor 

 
 CntrP 

Xpander 

 Intrusion mode 

 Control A, B, C 

LED, lamp 

Siren, beeper 
Pager, messenger 

Latch 
Light 

Pump, extinguisher  Other control 
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inputs). 
 
Each input is can be set to do Alarm, Buzz and / or Chime for each of the DENIS modes, e.g. 

Panic and Fence inputs set to Alarm for all modes (including Disabled mode. 
Outside sensors set to Alarm and Buzz for Enabled, and Sleep, set to Chime for Inside mode. 

 
The following action (does) outputs can be configured: 

¶ Alarm, e.g. siren 

¶ Buzz, e.g. SMS / radio 

¶ Chime, e.g. beeper on terminal 
 

Each output is also set for pulse (on-off bleep period) and time out (period on). 
 
As every input and output is set with a type reference, multiple DENIS app can be set, each with own mode, 
mode inputs and indicators and ABCs The maximum number of DENIS applications are dependent on FW 
compile and license key restrictions. 
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7.5 LEVEL APPLICATION 
Level is the integrated application that serves as direct lift control ï typically sending goods to selected floors. 
 
Buttons select to which floor the lift must be sent ï the motor is controlled up or down. 
The position of the lift is monitored with a sensor for each floor.  
Additional top and bottom sensors are installed for safety (the lift position may be known after initial power-up). 
 
Each floor has a controlled door, with the door only opening when the motor is off and the lift is at the floor. 
An output per floor can be set to indicate the position of the lift. 
An output to connect to a light inside the lift is active when a door is open and when the list is moving. The light 
is switched off 10 seconds after all doors close and the lift is not running. 
 
A reader can be linked to level control and the lift can only go to a level if the cards output group is linked to that 
level. 
 
A maintenance input while active, switches on the light and function go to does not require reader. 
Holding in call or go to button for more than 5 seconds unlocks that latch 
Latch back to normal when the same button is selected. 
unlocks all doors and switches on the light. 
 
Inputs settings 
Level bottom limit 
Level top limit 
Level maintenance  Light on, reader not required.  
  Holding in call or go to button for more than 5 seconds unlocks that latch. 
  Latch back to normal when the same button is selected. 
Level presence 
Level now 
Level call to If no reader is configured, this can also be used for go to level. 
Level go to When a reader is linked to level control ï these are only enabled if the cards output group is enabled 

for the area zone linked to that level. 

Outputs settings 
Level go down till level is reached. 
Level go up till level is reached. 
Level light  active while up or down active and 5 seconds after level is reached. 
Level latch for each level 
Level now  indication for each level. 
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7.6 PLC APPLICATION (future) 
Programmable Logic Control ï linking events (e.g. monitored contacts, timers) to generate new events (e.g. 
unlocking doors) can use any resource and function, typically: 
 

Algorithms Setting combinations of the following to be true to generate a new event: 
 
Counters Counting up / down.  

Functionality is controlled with pause/continue, set/clear, add/delete and cycle triggers. 
Inputs Logical levels (e.g. open or closed) or values (e.g. above 25 degrees C). 
Outputs The levels of outputs are monitored or changed. 
Reade /Keypad Access granted (specific or a group of cards) or errors generate triggers 
Triggers An event that occurs (e.g. button pushed) triggers another event (e.g. pause a counter). 
Time-Groups The time the event occurs must be within set times of day, week holiday. 
Timers Time-out is c controlled with pause/continue, set/clear, add/delete and cycle triggers. 
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7.7 VENDING APPLICATIONS 

7.7.1 Vending Machines 
Any of the following vending machine / interfaces can be selected: 
 
Vending Machines - Serial 
Communication is MDB vending machines via serial port (see CntrP manual).  
 
Vending requires CntrP type setting 3, the serial port to 9k6, 9 bit (no parity), comms type vender (6) and 
the appropriate vending machine setting of MDB/Exec, Free vend and detect vend complete (see HH 
booklet). 
 
The keys read by the vending machine can be set to HEX/BCD/DECIMAL, an offset can be added and the 
timeout for the selection to be made after the card holders name is displayed, can be set via HH. 
A time-out can be set for the vending to complete. 
 
The MDB cashless system can be set to note 1 or node 2. The other node is monitored and successful 
vends are reported to the PC as card 1 (this is used for statistics by the PC). 
 
Serial vending machines only enable item selection if the machine if given a monetary value (e.g. R10). 
When only a CntrP is connected (cashless), by selecting no coin mechanism ï the CntrP automatically 
sends R99.99 (or the maximum item cost the machine is set) to the machine (this enables a selection). If a 
coin mechanism is set, the value of the card if set after the card is badged (sent from the PC or read in the 
CntrP database in stand-alone). If the card value is zero, the maximum allowed by the machine is set. 
 
Vending Machines - I/O 
The Input/output vend option does not communicate serially to the vending machine.  
 
Any CntrP inputs set as type vend key inputs, select vend requests when the input is low, vending to a 
corresponding output set as type vend output. The 1st input set to vend key, requests vend key 1, the 2nd= 
key 2, etc. The maximum number of vend inputs is 12. 
 
Any CntrP output set as type vend output, is activated to vend when the corresponding request is granted. 
The 1st vend key output found, vends for key 1, the 2nd for key 2, etc.  
 
For each vend output, a vend time value of 1 to 999 is set, being the number multiply 250msec the output 
is active (the value/4=seconds). The default value is 20 (5 seconds). If zero, the vend timeout is used. 
This value can be edited via HH programmer (setup output port type). 
 
If the vend detection option is not set (DetDone=0), the output is active for the set vend time (regardless of 
how long the input is selected). If the detection is set, the output is active while the input is selected, active 
for a total=set vend time (i.e. the output is start/stopped as the input is selected, released). The preset 
overall vend timeout terminates the vend should the output vend time not be completed. 
 
The 1st vend input that does not have a corresponding vend output, is used as a calibrations input (e.g. with 
6 vend inputs and 5 vend outputs, vend input 6 is the calibration input). When a vend input is selected and 
the calibration input is low, the vend output time value is cleared and a new value equal to the total time 
the vend input is selected is set (start/stop dispenses and calculated accordingly). Calibration terminates 
when the calibration input is not active. No requests are sent to the PC when calibrating. 
 
Vending Keypad 
The vend item is selected with a keypad. The selected item is dispensed as per the output I/O vend above. 

7.7.2 Access Vend 
Access is controlled as a vending function. The reader requesting access is linked to vend item ï for the 
CntrP, reader 1 is item 1, reader 2 is item 2, etc. Normal vending functions apply, i.e. access is granted if 
the card has sufficient funds for the vend (access) request. 

7.7.3 Vending Function 
Vending is CntrP centrally (all functions controlled by the linked PC) or stand-alone (not connected to a 
PC). All access control functions such as enabled for reader (where vending can be done), time group 
(when vending can be done) are applied to vend requests. 
 
Vending functions Stand-alone 
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Cards are set in the local database with number of Daily Free Vends and Vend Remaining (all vend 
selections are the same).  
 
At midnight, each card Daily Free Vends is copied to the cards Vend Remaining. 
This is also done when the CntrP is powered-up, and daily reset has not been executed for the day. 
 
A reset vends menu can be selected on the HH to force a reload.  
The batch-load option can load specified card with free and remain values. 
 
When a card is badged at read:  
Card number is displayed at reader 
If the card has vends remaining, vend is executed and number of vends remaining is decremented.  
If remaining is zero, an appropriate message is displayed. 
 
Vending functions PC controlled 
When PC controlled, the PC setting of CntrP type is set to Vender. 
 
Card badged at read: Card number is displayed at reader and the ñFunds requestò message is sent to the 
PC running the SoftWin program. The card holders name and available funds are displayed. When the 
CntrP is set to 0 Readers, card number 1 is simulated. 
 
Vend item select: The key number is displayed. If the card holders name is still on display, the ñvend 
requestò message is sent to the PC. If sufficient subsidy and/or funds are available, the ñdo vendò message 
is sent to the CntrP, the item is dispensed and the ñvend completeò message is sent to the PC. The PC 
updates the available funds. 
 
Vend item select while no name is displayed, the ñitem requestò message is sent to the PC and the name 
and charge for the item messages are sent to the CntrP for display. 
 
An option can be set to display the new funds available after the vend. 

7.7.4 Vending Simulation 
A HH programmer connected to the CntrP can be used to simulate vend requests and vend done as 
normally received from the vending machine. These functions are used in test simulations. See HH 
programmer manual. 
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8 MANAGEMENT / DEBUG FUNCTIONS 
A variety of Built In Test (BITE) are available certain CntrPs.  
Certain functions are done using the HH, by using a terminal connected to a serial port configured as a test port of 
by commands from / to the PC. On- and Off-board LEDs indicated certain functions. 
 
These are listed below. 

8.1 CARDS ENABLED 
The number of cards enabled for reader 1, reader 2, for either and both readers can be viewed with the HH 
programmer. Down to next display shows the number of cards set with each time group. 

8.2 CARDS NUMBER 
The HH can be used to see the card number badged. The hexadecimal number and the number of bits can be 
viewed. 

8.3 CARD AND READER TEST 
Selecting the Display Card Hex menu with the HH, displays the number of bits read and the HEX of the raw data 
received from the readers.  
 
Via enter card at reader 1, 2é, the reader data is decoded and if valid (the card structure is found, parities are 
correct and facility matches the set Client and Site codes), the card is found in the data base or added if not. 
The card is automatically enabled for that reader. 
 
When using serial universal readers, the reader can be simulated by connecting a VT100 compatible terminal, 
with serial RS232 communications set to the baud and bit requirements (such as Windows Hyper Terminal). 
Simply type in the number, ending with Enter. This can be done for the display HEX and enter card at reader as 
described above. 
 
Selection of óRô reader in the Terminal Test, the card read is shown in HEX with all possible decoding. 

8.4 READER SIMULATION 
If the option is enabled, the CntrP can simulate a Wiegand reader (MAG and touch to be included if required). 
An output port must be set for Data-Hi and another for Data-Lo. These ports must be open collector and invert 
the data and not have serial resistors (typically use reader LED ports, e.g. R2-RED and R2-YELLOW, and short 
out the current limit resistors). 
 
In the HH menu ñReader Outò, set the start and end cards to be simulated.  
These setting refer to the CntrP database reference ï the cards at those references are simulated to the Hi / Lo 
ports. Regardless of card setting, cards will not exceed the last card in the database. 
 
The Repeat sets the number of times the cards loop from start to number of cards is repeated. 
Repeat of 0 sets a continuous loop.  
Selecting enter (#) when in any reader simulation menu, starts the simulation (this also exits the reader 
simulation menu).  
When entering the Reader simulation menu, current simulation stops. 
 
Delay sets the 250msec pause before the next card is sent (default=4, hence 1 second).  
 
Should the type have Client and Site code, the Client and Site settings of the reader are used. 
 
Currently the card type simulation is fixed to type 2 for one of the following compiled versions: 
 30 uses reader site and client code 
  40 40-bit card 
 56 uses card 1 as facility (bits 1 to 16), 40-bit card 
 64 uses card 1 as facility (bits 1 to 24), 40-bit card 
 
Future version will facilitate HH setting to allows for setting the card type and number of bits for the card number 
to be sent.  
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8.5 EVENT STATISTICS 
Event statistics are kept in the CntrP battery backed up RAM. 
 
The comms totals are: 

On-line  Count of CntrP on-lines (comms with master or PC if the CntrP a master). 
Into buffer Number of events written to the outgoing buffer. 
Out of buffer Number of event removed from buffer ï sent to the PC. 
Clear buffer Removed from buffer, not sent to PC 

 
Totals for each reader. Two totals for each of the following are available, that of the local reader, and a sum of 
the local reader and all the reader events of the slave CntrPs connected to the local CntrP: 

In Enters. 
Reversed Enter via 1 reader booth. 
Duress Enter under duress (keypad enter, 0 before the pin, duress finger). 
Out time Access denied, Out of time. 
Out of area Card not found or access denied. 
Wrong Pin Access denied, wrong pin. 
Not Opened Access granted, door not opened. 
Format error Card misread or wrong card type. 
Facility error Card not belong to the site. 

 
These counters can be viewed via the HH programmer, scrolling down with the down key of the # key. When in 
the events menu, selecting 9 clears all the totals. Selecting 0 clears only the total on display. 
The totals can be read, cleared and set via commands from the PC. 

8.6 LEDS 
On-board LEDs indicate the following (not all CntrPs have all the LEDs, see CntrP manual): 

Run LED  Second tick = program is running. Tick every half second ï running and comms with slave(s). 
Comms Up LED  Comms with Master (when slave to LAN) or with PC (TCP) 
Reader LEDs  Flashes when receiving data from readers. Stays on if error read, off next good read. 
Test LED  Selection can set RTC to flash on when reading clock IC every second. 
Serial Comms LEDs  RX and TX LEDs show serial data to the set port ï When data RX from and TX to the set 

serial port, these LEDs flash accordingly. The setting in the COM port number 1 to 5. If set to 
0, the LEDs flash the FrontP port (see serial diagnostic LEDs in HH booklet). 

In certain CntrPs (e.g. CR391) - when power-up with the test LINK in and the link remains in, the on-board LEDs 
flash on-off if the optical sensor is not active (when lid is open) and display a binary sequence if sensor active.  
 
Readers can have Red, Yellow and Green LEDs. See readers. 

8.7 NODES / EVENT SIMULATE 
The HH can be used to set simulations of Input 1 changing (Hi / Lo) by setting the number of time the input must 
be toggled (0=no simulation). 
 
Simulation of cards is via the HH setting of 0 to 999 (e.g. setting 100 will simulate the badging of the first 100 
cards in the database).  Cards could be enabled, disabled or empty. The setting also allows for cards to be 
deleted before the badging is simulated. 
 
The setting also allows for the CntrP to simulate multiple nodes, i.e. the Input change and cards are sent from 
the CntrP own node and from other nodes (these nodes must not be connected to the LAN). 

8.8 SUB LAN STATUS 
The HH can be used to view that communication status (on-line, off-line, allocated to be polled) of the CntrP on 
the sub LAN (if the CntrP is a LAN master). The CntrP can be forced to attempt to connected to CntrPs. See 
HH programmer. 
 
abc. n/y/p/o  where a is node 1, b node 2, etc. (8 nodes displayed per display) 

0 Not configured. Node is ignored, never polled. 
1 Yes configured for polling. 
2 Polling. Master is polling, but not on-line. 
3 Node is on-line. 

 
Keys selection result in the following: 

Shift 6 (up) shows previous 8 nodes. 
Shift 5 (down) shows previous/next 8 nodes. 
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Key 0 disables the node. The node is ignored, will not be polled.  
Key 1 configures the slave and a poll is done if polling started (key 8 or 9).  
Key 8 polls all configured continually.  
Key 9 does poll continually, ignores on-line to PC.  
Key 7 stops poll. 
Key *  exit menu ï polling stops. 

8.9 PC / TEST 
Command received from the PC result in specific management functions: 
 
F3  Initialize (see reset above). 
F5  Reset (see reset above). 
F2  Run Bite functions: 
 F2  10  Ty  W/r  a0 a1 a2 a3 lem  Memory read / Write 
  Ty=memory type 00=32*uP Local, 32*Battery (see below) 
   03=uP Local 
   06=Battery 
  W/r 01=write, 00=read 
  a0 to a3 Address (least significant 1st) 
  Len Number of bytes. 

     
As example using the SoftWin3 Comms Interface Out Simulator: 

 
001 Comms Interface number  
01 CntrP Node number 
03 Data bytes following in command string 
F2 Bite 
10 Memory 
00 Test Reads 32 bytes uP local memory 
 
 
001, 01, 09, F2, 10, 03, 00, A0, 09, 01, A0, 30 uP local, read, address A00109A0 48 bytes 
001, 01, 09, F2, 10, 06, 00, 10, 42, 00, 00,  30 Battery,   read, address 00004210 48 bytes 

 
Example of the memory test in the SoftWin Mux Messages: 

 
The last 8 bytes of the reply messages contain 8 data bytes. 
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8.10 TERMINAL 
Terminal (test) options available may vary per CntrP type and the FW version thereof (see the CntrP manual). 
The section below lists all the options.  

 
A VT100 compatible terminal, with serial RS232 communications (such as Windows Hyper Terminal), can be 
tied to the CntrP in the test modes. The test mode is enabled when a comms setting is set to test ï set via hand 
programmer, typically: 

RS232test  SType Comms type Ser B set to test. 
5   baud 192/96/48/24/12/38 Comms baud rate (bits per sec) Ser B = 38k4. 
1   Bits 9/8/7 Comms bits per character for Ser B = 8 bits. 
0   Parity n/e/o/1/0 Comms parity Ser B = none. 

 
If powered up with the reset link in (see reset above), the first reset defaults serial B to test. 
 
Generally, the baud rate of the terminal is required as 9600, 8 data bits, 1 stop and no parity. HW handshaking 
is not required, but X-on/off is used. The rate is set via hand programmer. 
Functions available in test mode are displayed by selecting ? on the terminal. An option is switched on/off 
(toggled) by selecting the appropriate key (e.g. R selects reader debug). After a selection, the selection status 
is displayed (e.g. abdikLnpr) with the enabled (on) options in capitals.  Options available are: 

A  AtoD ï inputs read. 
B Bite ï does test of all functions (see below). 
C  Cards fr to Enter ï displays enabled cards. 
D  Debug ï displays data received from uPs on the PCB and on the FLAN. 
I Listen test (see below). The CntrP monitors a Softcon RS485 LAN and displays nodes/data selected.  
K Displays keys selected on the HH / front end. 
L LAN comms ï data that is sent on LAN. 
M Performs a SRAM memory tests, showing memory bank status. 
P  Displays Port status changes. 
R  Reader ï HEX data from readers (with number of bits) and after decoded (with site, client) for all card types for the 

number of bits. Framing errors are indicated. ó*ô indicates the setting used. 
S  Shows the current set-up of the CntrP. 

 
The Softcon program SCS_CommsLog.exe (shipped with SoftWin3) captures data from a COM port and logs 
the data to a text file with the date as file name. LF is appended to CR. Data typed on the PC keyboard is sent 
to the COM port (allowing the setting of the above options). 
 
Note that the space key shifts the display up by 4 lines (carriage return and 4 line feeds). 

8.10.1 Test  - BITE 
Built In Test may vary per controller type. 
The following is displayed and updated as it changes: 

CntrP Type ï e.g. CR391U. 
MAC Unique ID of the PCB. 
RTC Date and time of the RTC. 
Link Status of the links ï 0 (in) or 1 (out). 
Input Status of each input shows the current level (1 to 4). 
Output All outputs are changes active to normal every two seconds.  
 A selected output (changed by selecting the arrow key on the terminal) toggles every second. 
Reader Card badged at the configured readers are displayed in hex and decoded to show the card number. 

8.10.2 Test  - LISTEN 
Listen selectable options ï after selecting I on the terminal, are: 

D  enables capture of only data, d disables ï all packets including poll is captured. 
R  enables Rx data to Nodes (r disables). 
T  enables Tx data from Nodes (t disables).  
F  enables filtering of nodes (f disables, all nodes displayed).  
xF  adds node x to filter list of a maximum of 20 nodes (xf removes node from filter list). 
S  starts listen (s stops). 

 
When I is selected, data TX and RX on the LAN is echoed to the test port (Echo mode can also be used ï 
see above). Note that the CntrP may require a power-up before the serial ports default correctly.  
The data captured is displayed on the test port (e.g. serial B) and each packet of data starts with the node 
number and ends with a CR. Each data byte is displayed in ASCII-HEX (without spaces to keep up with 
the data). In order for the test (the captured data) to keep up with the LAN data ï the baud must be 19k2 
or 38k4. The displaying program (e.g. HyperTerminal or the Softcon program SCS_CommsLog.exe) must 
add a LF to the CR. 
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8.10.3 Serial  - ECHO 
Via the HH, a Serial port (0=none or Com port 1 to 5) can be selected for echo to the serial port set as test. 
All data to / from the selected port is echoed to the test port. All other test functions are disabled. 
The data is displayed starting with ótx ó or órx ó and is terminated with CR (if required, the terminal must be 
set to append LF) when the tx changed to rx (or vice versa). 
 
By selecting the HEX option, the data is changed to ASCII hex, where each byte is displayed (separated 
by a space) as hexa-decimal (e.g. 3F is displayed as 33H 46H 20H, i.e. ó3F ó). 

8.10.4 Serial  - PASS 
The PASS option is typically used when external programs must communicate directly with the module, 
e.g. module FW update. 
 
Via the HH, comms types GSM, WiFi or BlueTooth can be set to mode PASS. 
This disables all other test modes. 
Data from the from the serial port set as test is send directly to the set module (GSM, WiFi or BlueTooth) 
and data from the module is sent directly to the test port. The CntrP sends no data to the module and 
ignores all data. 

8.11 NODE SIMULATE 
For test purposes, a slave CntrP can be set to act as multiple CntrPs with a range of addresses ï the CntrP 
replies to multiple nodes ï see Node/Event simulate in SCS_FW.booklet.doc. 

8.12 SCS_CONTROLLER 
TCP CntrPs in the Universal mode can open a second TCP socket to the Softcon program 
SCS_CONTROLLER.EXE. 
 
This program can reader setup data from a CntrP and write setup data to the CntrP. 
Data can be stored and read to / from file. 
The discover option detects all CntrPs on the network and the IP addresses and node number can be altered. 
This eliminates the need for a HH programmer. 
 
See SCS_CONTROLLER manuals. 
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9 SOFTCON CR374/5 HAND HELD TERMINAL 
 
 

The CR374 or CR375 hand held terminal provides the means to program the 
CR390 and also provides display (date time, access status and data from the 
PC, typically card holders name), keypad (used for PIN codes) and reader for 
access control. See the document SCS_CR390.booklet.doc. 
 
Communication is RS485 (standard) or RF (wireless). The RF option requires 
the installation of RF modules on the CntrP PCB and the CR375 PCB). See 
the document SCS_CR390_RFpolygon.manual.doc. 
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10 FW REVISION HISTORY 
 
V0.00 2006-10-01 New Proto-type. 
V0.04 2006-11-09 Correct: TCP, Comms LED 

  Add: PIN, LAN master, LAN slave 
V0.05 2006-11-20 Alter: Not poll 2nd FrontEnd with HH link in 

  New: Link on 8772 is reset (default SRAM and EERAM)  

V0.06 2006-12-10 New: Poll / not PC comms. Enable watchdog timers. 
  Alter: Reader 1 reads card also when green LED on 

V0.07 2007-01-25 Alter: Allow 64 digital inputs, 64 digital outputs 
  : Link Reset use Reader LEDs (both on, 1 off).      

  Correct: Reader 2 display HEX on HH.  Wiegand errors. Enable onboard PIN 
V0.08 2007-01-20 Alter: Link reset, update uP 1 

  Add: Edit MAC (default from ID) 
  Correct: Changing db type by PC. Not send off line to PC on power-up 

V0.09 2007-02-07 Correct: PB level. Enable set-up out-type up-key. Open too-long. 

   LAN master buffer. Not opened, capture 
V0.10 2007-03-07 Alter: More efficient card decode. TCP with no poll.  

   Input debounce 5msec minimum 
  Add: Deister card. Reader out simulator. 

V0.11 2007-04-01 Alter: TCP faster recovery after NET off 
V0.12 2007-04-12 Correct: Comms between uPs (error if many transactions together) 

V0.13 2007-05-12 Correct: On/off-line when master 
V0.14 2007-05-15 Add: LAN status request from PC F1 0D 

V0.15 2007-05-25 Add: Set-up option to display card read 

V0.16 2007-06-25 Correct: A/D default to give correct 1st reading.  
   Not set PC set of LAN baud, bits if no LAN port (caused missed A/Ds) 

  Alter: Split MUX/NODE up stack, on-line off stack (power-up after on-line) 
V0.17 2007-07-02  Add: A/D and output expanders 

  Correct: Stack / FA error caused 0.16 
  : Booth open 1st door after 2nd closed 

V0.18 2007-07-22 Correct: Tg errors, Year error (caused 0.16,0.17) 
V0.19 2007-07-30 Correct: On-board reader LEDs when output expander 

  Add: 1-reader Booth with call inputs. Continue input 

  Alter: Invert output expanders, NO on power-up. Not control aux out if pulse busy 
V0.20 2007-08-16 Correct: 44 bit Wiegand. SPI error (HH was slow now and then).  

   Not default ERAM when default SRAM.  
   Correctly stop poll sub CntrPs on stop from PC.  

   Download of Tg and Holidays 
V0.21 2007-09-01 Correct: 34 bit Wiegand 

  Add: Set-up LAN status, 9 set LAN test (Poll every 5sec, ignore PC on-line) 
V0.22 2007-09-11 Add: 40 bit Wiegand CASI Rusco. Client 16 bit, Site 8 bit 

V0.23 2007-09-29 Correct: Clear Master stack if not master 
V0.24 2007-10-02 Correct: Time zones errors 

V0.25 2007-10-09 Add: PcMaster Comms Interface set-up - Interface direct to PC or to slaves     

V0.26 2007-10-22 Correct: Time zones errors 
V0.27 2007-10-25 Alter: HH Slave status display 0/1/2/3 = n/y/p/o. A/D levels 

V0.28 2007-10-25 Correct: LAN master wait for PC ACK to on-offline 
  Add: Slave simulates node range, data onto stack 

V0.29 2007-11-14 Alter: Bite and A/D display of inputs and outputs for expanders 
V0.30 2007-11-26 Alter: Mode status correct when sending status from stack 

V0.31 2007-12-03 Add: Capture pulse to 10msec multiples (1 fixed, then resolution of 10). Set input bounce. 
  Correct: Only send messages to PC is PC on-line (PC loses 1st message after LAN off) 

V0.32 2008-01-05 Add: Continuous PB, not sent open too long, not lock 

  Correct: LAN errors when slave 
V0.33 2008-01-15 Add: French version 

V0.34 2008-02-?? Add: Random search, Output group, Count group  (per time group), Off-line output.  
V0.36 2008-03-14 Correct: Polling of sub-LAN 

  Add: Close doors on RX of latch type from PC. 44 bit not have client. 
V0.37 2008-04-04 Correct: Repeats 

V0.38 2008-04-05 Correct: Loosing buffered messages when on-line 
V0.39 2008-04-10 Alter: Implement Double ACK (FE, FE) on repeat 

V0.40 2008-04-18 Add: 52 bit BCD. Reader Beep 

  Correct: PC isolate reader 
V0.41 2008-05-23 Correct: AD expanders (interrupt set TBLPTRU to 0). 

V0.42 2008-06-02 Correct: Compile error - clear of data down (lost data). 
V0.43 2008-07-03 Correct: CntrPs faster on-line for TCP. Send FD to TCP if FA not allowed. 

V0.44 2008-07-06 Alter: LAN cmds for input and output types, time-groups default, count values default. 
   TCP time-out changed from 12 to 22 seconds 

  Correct: Corporate 1000 parity 
V0.45 2008-07-16 Alter: Exact bit setting for no delay after correct number of bits 

V0.46 2008-07-30 Correct: Default of RAM 

V0.47 2008-08-15 Correct: Reader enable on input. Display of input Tg. 
  Add: HH display number of cards enabled 

V0.48 2008-08-19 Correct: 1Reader turnstile 
V0.49 2008-11-19 Correct: Default EERAM if node 0 

   On edit serial settings, save then init serial(HH error-master to test) 
   Move SPI read clock (caused errors on certain uP, like outputs not work) 

  Add: Fuel Pump 
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  Alter: Default 2 doors. 

V0.50 2008-11-20 Alter: Default slaves to 2. 1st reset after power-up with reset link in, default serB to test. 
   Move sub LAN status to main menu. 7=stop,8=poll config, 9=config and poll all  

V0.51 2008-11-30 Correct: 60 Tg 

  Add: En-disable card on input (APB reset input, enables all). Card enter disables both 
V0.52 2008-12-10 Correct: FP comms - now can have both FP. Mask Tg if not CR355A 

V0.53 2009-01-06 Correct: On entered, clear other out area if same card 
V0.54 2009-01-16 Add: Change over latch - requires PC ver 1.3.41 

V0.55 2009-01-22 Correct: dB10 card not in CntrP, out-area/enabled opens latch. Add card dB error. 
V0.56 2009-01-30 Add: Default SERA to HH if link in and SERB not HH.  

   LAN listen option in test. 
   38, 42 bit Wiegand. 

   Extend reader time-out on next bits (readers were misreading). 
V0.57 2009-02-14 Correct: Change over latch. 

V0.58 2009-02-24 Alter: Change over latch - PB NC/No. 

  Add: 8 bit comms to HH. 
V0.59 2009-03-29 Alter: TCP - no null message after ack 

  Correct: TCP - seq number after no ack to FA or on-line 
V0.60 2009-05-15 Correct: Memory map - lost cards 

V0.61 2009-06-04 Correct: 32 bit type 20. Capture pulse setting with HH 
  Add: Capture output NOC, 44 bit type 6 

V0.62 2009-07-23  Correct: CR355A - I/O time groups 
V0.63 2009-08-17  Add: 36 bit Chubb - type 6 

  Correct: Bite - stop, MemTest - re-enable serial after SRAM default 

  Alter: 4552 LEDs - Green=run, Red off when TCP comms 
V0.64 2009-09-01 Alter: Split front uP and 4550 stacks. 

  Correct: Editing random search 
V0.65 2009-09-14 Add: HH type RF (8). 

V0.66 2009-10-04 Alter: TCP driver 5.10. 
  Correct: 44 bit cards - Impro 

V0.67 2009-10-13 Alter: TCP ACK equals SEQ number. 
V0.68 2009-10-13 Alter: TCP changes to not miss ACK message. 

V0.69 2009-10-25 Alter: Message length 20 bytes (was 19) 

  Add: 26 bit type 2 - CC part of card number 
  Correct: Loading RTC in event and RTC interrupt updates 

   Reader event reference number incorrect 
V0.70 2009-11-03 Correct: R1 data/clock (4550) 

V0.71 2009-11-23 Correct: 2 Front units - power-up hangs, wait longer for front reply 
   R1 data/clock (4550) - longer delay 

   PC disables card without area pending (sent wrong ref) 
V0.72 2009-12-01 Add: Local output groups 

V0.73 2010-02-17 Add: Vending 

  Correct: Sub CntrPs off-line on poll by PC 
V0.74 2010-02-17 Add: USB (This will allow communication like TCP/IP to PC) 

V0.75 2010-02-17 Alter: On Max slaves, not delete all. Poll slaves 3 repeats. Longer full reset 
   Change LCD wording on NO/NC capture 

   Latch time to 99 sec (was 255/4=63 sec) 
V0.76 2010-03-30 Alter: After 5 repeats to top, reinitialize TCP socket 

V0.77 2010-04-06 Correct: Softcon MAG 
   Reader LEDs error caused in 0.73 

   Local output group. 

V0.78 2010-04-12 Add: Local LCD(Running on 4550) lib 
V0.79 2010-05-12 Add: Output groups from PC.  

   Card facility and number characters 
   GSM modem to open latch via cell call 

  Correct: Softcon MAG.  
V0.80 2010-05-19 Add: PIN Shift 8, 9 scroll character up down 

   Comms type A=AsciiHex simple (no ACK or poll) 
V0.81 2010-06-10 Correct: Not overwrite OutputGrp on card data 

   TCP multiple messages 

V0.82 2010-06-30 Correct: HH edit of Site code 
  Add: Vending with coin 

V0.83 2010-07-15 Add 44 bit Card type 20 - Impro 
   Vend with project. Free vend 

  Correct: mSEC, uSEC delays in loops 
   RS48 RTS not disable interrupt (caused R2 misread) 

  Alter: ISO MAG sum check disabled - digit sum till last used digit 
V0.84 2010-08-15  Alter: HH link in, revert serial A to HH. If A set to RF, revert only if link in on power-up 

   Poly RF comms to talk to both front ends 
V0.85 2010-09-13 Alter: Vending display time, project display, value vend 

V0.86 2010-09-14 Add: Softcon 42 bit 

   HW mode set in EERAM. 0=CR390, 1=CR390V 
V0.87 2010-09-2 Correct: HH hang when edit serial types 

   Vending price to hex, do vend use price not FF 
V0.88 2010-09-29 Alter: 44 bit Wiegand type 20 - only ignore 1st 8bits, was 12  

   TCP time-outs and repeats 
   Stand alone vending 

V0.90 2010-10-29 Add Touch 
V0.91 2010-11-09 Correct Output groups - not toggle if pulse on output busy - only reload pulse 

  Change If card 0 read, display error 

   Batch load wrap left/right/left, up/down/up. Enter on any screen 
  Add Setup xx on which LCD to display reader 12. 0=both, 1=LCD 1, 2=LCD 2 
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V0.92 2010-11-15 Change TCP repeats, Vending simulation. 

  Add Edit of reader names (for stand alone) 
  Correct Reader errors caused in 0.90 

V0.93 2010-11-15 Add Wiegand 42 bit AceProx. Allow more than 10 digits 

  Correct Output groups - not toggle if pulse on output busy - only reload pulse 
V0.94 2010-11-22 Correct Output groups - not change output if controlled permanent 

  Add Down-load DB_OUT_GRP, DB_RANDOM from PC 
V0.95 2010-11-24 Add Output groups, report control to PC 

V0.96 2010-12-03 Correct Output groups, not change if controlled permanent 
V0.97 2011-01-23 Change Vending key in HEX not BCD 

   On control permanent, not toggle latch 
   TCP delay for APN 

   Add Cash loader 
V0.98 2011-03-14 Add Vending keys: Offset, HEX/BCD, Timeout 

V0.99 2011-05-04 Correct 32 bit type 20 

   Set-Up/Down skips Vend keys 
V1.00 2011-05-08 Correct Cursor when editing of card number, db10 

   Cursor when editing LAN status  
   Cash load and cleared events: Cent, Rand LS, Rand MS 

V1.01 2011-06-16 Add Vending on command by PC (no key select) - new MDB command 
V1.02 2011-09-16 Correct Tg on ill open, too long - reporting and buzz 

V1.03 2011-09-26 Add Vend tmout programmable 
  Correct Output expanders with In expanders - delay after RCLK (AD caused error) 

  Change Vending default to BCD select 

V1.04 2011-10-09 Correct Call booth reporting (no presence) 
V1.05 2011-10-16 Add PC messages display time-out settable 

V1.06 2011-11-02 Change Wiegand bit timeout shorter for Wiegand keypads 
V1.07 2011-11-14 Add Wiegand 26 bit - 8cc, 4sc, 12cn 

   Wiegand ASCII type 26 
V1.08 2011-11-23 Add Access vend 

V1.09 2011-11-29 Add  40 bit Cardax, 44 bit Mifare 
V1.10 2011-12-07 Correct Vending - send funds request after done. Correct request length 

V1.11 2011-12-18 Alter Vending - send funds request after done selectable 

V1.12 2012-01-06 Alter Reorder Wiegand types 
V1.13 2012-01-25 Alter Vending MDB delay before reply.  

   Access vend-proceed (was vending), new card immediate 
V1.14 2012-03-07 Alter Vending not enable reader while vending busy 

V1.15 2012-03-23 Correct Wiegand pin readers clear card on # 
V1.16 2012-04-03 Correct End of month RTC error 

  Alter AccessVend to do 2 independant readers 
V1.17 2012-04-03 Correct Ignor PIN if no PIN db 

  Alter Change card type codes to match all CntrPs (see tables above) 

V1.18 2012-06-03 Add  Access, comms stats counters,  
   Not clear cards on SRAM default, only when db change 

  Correct Parity on comms 
V1.19 2012-06-09 Correct R2 Access stats counters 

V1.20 2012-06-11 Correct R2 Access all stats counter 
    Clear cards on reset (error 1.18) 

  Add Event totals on HH. Clear with 0 
V1.21 2012-06-15 Add Clear all event totals with 9. Move event totals to SRAM 

V1.22 2012-07-02 Alter Set cash loader comms default when select type cash, 

   Cash delay for next note 16 sec note disable + 5 display 
   Cash, re-enable reader for another card 

  Correct Error card type 44 caused 1.19 
V1.23 2012-07-18 Alter Batch load random number 0=clear, 1=running number, 2=no change 

   RTS before other serial init 
V1.24 2012-07-18 Alter 4550 power-up delay 

   4550 SPI init, reinit SPI on TCP change 
V1.25 2012-10-01 Alter Data base 65,000 cards 

V1.26 2012-10-21 Correct RTS init to RX 

V1.27 2012-10-21 Alter 44bit type 36 reads 1st 40 bits, not BCD 
V1.28 2013-01-07 Add Input, output type Vend key 

   Number of readers. For vend/cash, if readers=0, send card 1 
V1.29 2013-02-12 Alter Ignore illegal reads if card vend on display (fVEND_TAG_SELECTED) 

   Move eERAM_VEND_TMOUT to ERAM 
  Correct Vending - multiple select requests. Vend denied error. 

V1.30 2013-3-06 Add I/O vend-settable/calibrate dispense time. Calibrate input=1st vend in without out  
   Cash load also readers=0, en-disable note on reader enable, PC-on-offline 

V1.31 2013-4-01 Alter I/O vend-settable/calibrate dispense time in EERAM  
V1.32 2013-6-00 Correct HH edit dB - xref error caused v1.30  

  Add  Reset options via HH 

V1.33 2013-6-13 Alter Vending MDB responds to commands with ok then answer on poll  
   Begin session takes max from machine 

  Correct Vending - If master with slaves, possible node error on vend. 
V1.34 2013-6-25 Alter Vending, if max from machine>9900, make 9900 

V1.36 2013-7-09 Add 50 bit cards 
  Correct SMART cards are MAG (from universal) 

V1.37 2013-7-30 Alter Remove vending always used output 4 to indicate vending/not 
V1.38 2013-8-05 Alter PC LCD messages check which LCDs to display 

V1.39 2013-8-13 Add 32 bit Deister 

                     Alter Serial card types 60+ 
V1.40 2013-9-07 Add  Vending MDB - set Cashless 1 ot 2 
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                     Input types Tamper, Serviced, Cleared 

                     Alter RD_CODE_BITS to EERAM 
V1.41 2013-11-04 Alter If coin and waiting for funds, last byte 0 not found, 1=use max value 

                     Add In booth=4 and reader 1 enabled, interlock busy=on 

V1.42 2014-01-21 Correct I/O Vend Edit out time 
V1.43 2014-02-20 Correct Not opened if vending compiled 

V1.44 2014-03-31 Correct Cash - loop error, default inputs 
V1.45 2014-04-17 Add Softcon 42bit also type 6 

V1.46 2014-04-24 Add Impro 44bit type 22 
V1.47 2014-07-23 Correct If not 4 bytes, default 4rd byte to 0 (vending reader disable) 

                      Cash tamper switch 

V1.48 2014-08-27 Alter TCP on/off line 

 

LIBRARY VERSIONS 
 

 

V00A 2014-10-01 Alter New common library update 
V00B 2014-10-15  Correct  Wiegand special types (some did not work) 

V00C 2014-11-05 Correct Memory reset 
                     Add  Number or cards 

                     Add HH number cards enabled shows nr Tgroups 
                     Add Serial comms diagnostic LEDs, default LAN slave 

                     Alter LAN status poll=continuous, no repeat, short wait 

                     Alter Reset link in power-up=Test 
V00D 2014-11-11 Correct OutGroup edit 

  Alter HH key speed (don't read while data to write) 
V00E 2014-11-13 Correct sending down data to slave - error in .00C 

  Add Reset keys 
V00F 2014-11-14 Correct Increase LAN timeout for master to CR355 

V00G 2014-11-16 Correct When output expanders, readers no power 
V00H 2014-11-26 Correct TCP buffer size - Tgs corrupted 

V00I 2014-12-02 Correct Power-up Reader 1 not Green LED on not cash-loader 

  Add Read CntrP memory with PC commands 
   Add LAN Command F3=Initialize, F5=stop watch-dog 

  Add Reset events reported to PC 
V00JI  2014-12-1 Add Default illegal time zone 

                      Correct  Write of TGroups 
V00K  2014-12-18  Correct  Bootloader 

V00L  2015-01-15 Add PC query nr cards, nr Tgs 
V00M 2015-01-19 Correct HH input status, edit RD Tg 

V00N 2015-01-28 Correct TCP buffer size error caused .00M 

V00O 2015-02-04 Add Serial universal reader. Set reader type 12, reader 68 
V00P 2015-2-12    Correct  PCB version 1.5 

                     Correct   Bootloader check baud limit 
                     Alter     Default 64,000 cards, 32,000 if PIN 

                     Add       If PC change dB mode, disable readers for 30sec 
                     Add       Init HW after reset 

                     Add       PC can Set dB size (05 F1 00 06 ls ms) 
V00Q    2015-2-25    Add       HH simulate cards 

                     Add       I/O vend alone 

V00R 2015-4-20 Alter A/D EOL values 
   Boot-Loader APP for serial 

    Boot-Loader LEDs 
   Correct Boot-loader  Serial 

V00S 2015-4-22 Correct Serial reader 
                     Correct  Remove checking of Tzone for illegal - caused error 

                    Alter After PC card clear, reader disable for 5 sec until no more enables 
                             Init Ethernet CntrP once (was 2x) 

V00T    2015-4-28    Correct  I/O vend not stopping 

  Correct Serial reader data location 
  Alter HH Skip enter at reader if no reader 

V00U 2015-5-07 Alter Master stopping sub LAN if Up stack > half full  
   HH skip menus if options not set for the menu 

   If paccket on stack wrong address(simulator or node change) 
   Remove and ack no message 

   Default simulate to this cnode address 
  Correct MAG clock polarity invertable 

   Possible error in I2C inerrupt variab/e 
V00V 2015-5-12 Correct Error if batch load card nr before any dB access 

V00W 2015-6-01 Alter Move RD_READERS to ERAM 

   TCP wait ack 4 to 7sec, Clear repeat when ack 
   A2D open/close level 130 (2V) to 160 

V00X 2015-6-12 Alter Vend - Coin vend, credit value from PC (not 99.99) 
V00Y 2015-6-18  Alter TCP wait ack back to 4sec (V.00W) 

   A2D level per make CR390=130, CR391=160 
V00Z 2015-6-24 Alter If NR_CARD=0, DB end at last enabled card 

   If Client code=0, ignor facility 
V010 2015-6-29 Correct  HH serial lock-up when large dB download 

V011 2015-7-07 Correct WIEGAND HEX 

V012 2015-7-07 Correct  I2C (ERAM not write) 
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V013 2015-7-09 Correct Last card in dB not found 

V014 2015-7-19 Alter Ignor PB and no continious PB while interlock busy 
   Control of buzzer by PC same as aux-out 

   ERROR_TMOUT back shorter to 2.5 sec (.002 doubled) 

  Correct   Detecting Ethernet IC (some barebones not run) 
   HH number of cards showed 1 less 

V015 2015-7-23 Alter If NR_cards=0, recalc end @ new day (also on power-up) 
   Not calc last card when db cleared 

   PC only clear when set db=0 (not when set to !=0) 
   Clear pin/card, say Nopened on to-open tmout + AComplete 

    (PIN digits entered before previous lock were lost) 
V016 2015-8-03 Correct Clear serial TXIF if TX not enabled (Slave was resetting) 

V017 2015-8-06 Correct DB type pointers update on reset (error V.015) 
                     Alter Booth - no/bridged presence, not open 1st door if second not opened 

V018 2015-8-13 Add Configure serial peripheral to port (CR393) 

                     Alter A2D initialise 
                      A2D debounce shorter 

                     Correct Clear last out area card after error time-out (lost 0.015) 
                      Card not found (db always was 12 digits, not cleared 11,12, from PC 

V019 2015-8-18 Alter Cards now 12 digits 
   Tick interrupt to library 

   HH edit dB - down adds to end of non-fixed dB size 
  Add Siemens GSM modem - CLIP 

  After HH change dB mode or Batch, set end pointer 

V019 2015-8-28 Alter HH edit output group port limit 64 
                     Correct Xtender outs 32 and 35 

V01B 2015-9-01 Correct PIN only entered must send card nr(get nr was blank) 
V01C 2015-9-07 Correct Vending with readers set to 0 

V01D 2015-9-15 Add Motorized (74) and insert (64)  MAG (not chip) - RD1 only 
  Alter 130,000 cards (settable from PC). Always knows last card for fast search 

V01E 2015-9-22 Correct 130,000 cards PC messages 
V01F 2015-9-28 Correct Readers busy, ignore  reset link 

   Num, fac digits - was error if num>64k 

  Alter Compiler 1.40 
  Add Wiegand type 20: 42bit=type 2,30bit=type 2, 26bit=type 4 

V01G 2015-10-19 Correct Chip motorized reader 
V01H 2015-10-21 Alter Reset TCP if poll time-out 

  Default Card_Code_Bits=2 
V01I 2015-10-30 Alter Serial readers, can num_start=1 and do less than num_end 

V01J 2015-11-04 Alter MVG cards 
V01K 2015-11-12 Add Reader simulate out (Wiegand 30 bit only) 

   Reader in terminal mode displays possible card decode  

V01L 2015-11-15 Correct Barebones (no TCP) not start (caused .01H) 
V01M 2015-12-14 Correct Insert smart chip reader - enter card at reader 

   Enter card at reader, card at last_card+1 as empty 
V01N 2015-12-20 Correct LAN master 

  Alter Not HH edit reader power PCB >2.0 
V01O 2016-01-18 Alter Output reference to allow external outputs (SALTO) - incomplete 

   If TCP IC, default SER B to Master 
   If LAN slave goes off-line, serial to RX 

  Add 8bit Wiegand keypads 

   Duplicate 34 bit (Mifare) 20 to 22 
  Correct Door not opened R2, 1 door=action complete 1 not 2 

V01P 2016-02-04 Alter Master LAn Poll Max from 3 to 5, time0out from 30 to 40 
V01Q 2016-02-24 Add Stack pointers can be in RTC SRAM (CR392, CR393) 

  Correct Ignore LAN if not poll enable (error if default to master node 1 and other master) 
  Alter If no ethernet IC, default node to 0 - else clash with node 1 

V01Q 2016-02-24 Add Stack pointers can be in RTC SRAM (CR392, CR393) 
  Correct Ignore LAN if not poll enable (error if default to master node 1 and other master) 

  Alter If no ethernet IC, default node to 0 - else clash with node 1 

V01R 2016-03-01 Correct  RTC tick error .01P 
V01S 2016-03-04 Alter Card set-up length >14, do Og 

  Add Checksum in BRAM and ERAM 
  Alter When busy emptying / loading a CntrP, Poll LAN after 100 to keep alive 

  Alter Comms LED if 0, show HH if link, else LAN master/slave  
  Add Debounce links 

  Add Out group activity=Latch 
V01T 2016-04-02 Alter Capture - close bin 3 sec after drop (Breathalyzer) 

V01U 2016-04-12 Alter Chip insert reader - not read again till card removed 
V01V 2016-05-03 Alter Start up on 1st programming 

V01W 2016-05-30 Alter Startup, if ERAM fails, not default BLM 

   Ignore SC if wiegand type read has no SC, ignore CC if read has no CC 
V01X 2016-06-10 Alter Sub-LAN boot-load, poll and close UDP in 20 after back to APP 

  Correct HH card search ï error caused version 01S 
V01Y 2016-06-30 Alter Remove out Tg in vend 

   Default LAN to 19k2 
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V01Z 2016-07-05 Alter Vend if coin and card value 0, send machine MAX to enable keys 

   Split LCD drive / menu 
   If ComUp offline, try reconnect after time-out only if TCP driver (not CR390) 

   LAN RTS delay reduced to 500usec (was 2msec) 

  Add Sub LAN universal comms to multi-front ends, Ignores Front, requires CR375 V1.20 
   Front end expanders with 32in, 16 out 

   Serial type Front LAN slave 
   Correct Test debug of special wiegand types 

  Alter LCD card editing, set-up # is down 
V020 2016-08-25 Add Ask password in test 

  Add Clip 
  Add Capture tmout. If capPulse=0, close on drop or tmout, else close after capPulse 

V021 2016-10-08 Add While BRAM pattern fails and reset link in, re-default and alt reader LEDs 
  Add When FA, check if still have slaves (if have data for no slave, did send FD not FA) 

  Correct HH link status (for BITE) 

  Alter Power-up test link in: node=64, 1000 cards, enabled, slave, ComC test, 23:59:55 31-12-2015 
V022 2016-10-15 Alter Increase ACK tmout from slaves (CR355 error) caused 01Z 

V023 2016-10-25 Alter Increase ACK tmout from slaves (CR355 error) caused 01Z 
  Correct HH display serial parameters 

  Correct Ack with FA (download was sometimes slow) 
V024 2016-11-20 Correct Vend stand-alone, save last vends reset 

  Correct Terminal Test reader (all was not displayed, parity error) 
V025 2017-01-15 Alter HH Edit shows parameters for 1 port. Left to next port 

  Add ControlSoft reader RS485 9k2, 8, n. Serial type 13, reader type 60 

V026 2017-03-14 Alter Random check with input types pass, fail, clear. 
   Add Tmout for pass/fail and pulse after 

   New events for pass, fail, tmout 
V027 2017-03-17 Correct Access vend, add det done to action complete 

V028 2017-03-20 Correct Vend tmout (did not give done) 
V029 2017-03-30 Add LMI scale gives action complete to RD1, add weight to entered 

  Alter MAG swipe reversed 
   Half FLAN poll when data received from Front (faster card read) 

V02A 2017-04-30 Add 48 bit Desfire Wiegand 

V02B 2017-05-10 Add Wiegand duress bit 
   Legacy search % from PC  

V02C 2017-06-22 Alter Breathalyzer set failed RanPulse (typically 250*10msec) = RanTmout (typically 18 sec) 
V02D 2017-08-03 Correct Capture out NOC error caused 027 

V02E 2017-09-13 Correct Access vend both reader same time with slow TCP 
V02F 2017-09-18 Alter  Vend req funds default enable 

   Chip card display on enter card and hex display 
  Correct Correct 38 bit parity error, disable parity check on std wiegand  

V030 2017-11-28 Alter Access Vend same not again at reader for ATB timeout 

  Add ROUT simulate, 64 bit RAW (card 1=24bit, number=set cards 40bit) 
  Correct  MTEK insert - MAG read on exit 

V031 2017-12-05 Add Access Vend ATB message 
V032 2018-01-29 Correct Lockup when power-up with reset link in 

  Add 44/45 bit RAW 
 

   Multi badge - OutGroup 1st card, PC-setup 
V033 2018-05-12 Alter I/O vend if Output tmout==0 or less then vend tmout, use vend tmout 

  Correct If batch load end > last card, last=end 

   Could only have front-end 2 
V034 2018-05-30 Add 56 bit cards 

V035 2018-06-13 Add 56 bit cards simulator 
V036 2018-06-20 Add Cash loader 

  Alter If too few ISO MAG digits, move up 
  Correct Setting DB PIN, DB_Own from PC 

  Alter Shorter into bootloader time-out 
V037 2018-07-04 Correct Bootloader APP RS485 timeouts 

V038 2018-07-18 Alter 3D barcode reader CRLF 

   Serial reader decode 
V039 2018-08-26    Alter     Legacy project 

V03A 2018-09-01    Correct  38 bit cards type 4 (Lenel) 
V03B 2018-09-03    Correct  Vending, pin only (pin as card number) 

V03C 2018-09-05    Alter     If not HH, ignore multi # key 
                     Correct  Vending timeout after select, badge. Allow same I/O select 

V03D 2018-09-10    Alter     TCP add port, gateway to BLM 
                              FA time out from 8 to 5 seconds, remove TCP keep alive 

V03E 2018-09-28    Correct  Removing data on down stack if node off-line, check stack empty 
                              Default LAN to slave - caused 3D  

V03F 2018-10-25    Alter     Move bI2C_CR391X to BL_MEM  

V040 2018-12-15    Correct  Cash events - correct node number 
                     Add       If type cash, set serial if none 

V041 2019-01-08    Alter     STD comms, not wrap RX buffer 
V042 2019-02-28  Add Wiegand 32 bit type 34 (as 26 readers on these cards 

V043 2019-04-13 Correct  Invert of MAG clock pulse  
V044 2019-05-25 Add Edit MAC for non-TCP  

V045 2019-05-29  Alter Nr Digits clips card number (not need facility code) 
V046 2019-07-17 Add  Input and output expanders from PC 

                     Alter  If controller mode change, clear stack 

V047 2019-07-30  Correct HH display card HEX 
V048 2019-08-16 Correct Vend tmout 



SCS_FW_Lib.manual.doc V13R   2021-01-11 Page 67 of 70 

V049 2019-09-13 Add Compile to default cash 

V04A 2019-10-05  Add Re-enable vend-project 
V04B 2019-10-15  Correct Vend Pin=card 

V04C 2019-11-13 Add  Vend Project from serial 

                     Alter Vend voucher 12 digits, project 8 digits (requires PC change) 
V04D 2019-11-1 Add Shared PinPad enabled on input 

V04D 2019-12-02 Alter MAG cards skip non digits 
V04F 2019-12-04 Add AlcoVisor serial breathalyzer 

V04G 2020-01-24 Correct AlcoVisor serial port 
V04H 2020-03-01 Alter Reader interrupts 

V04I 2020-07-20 Alter uP serial poll not wait for power-up, up_ser_WR_stack wait for power-up 
                     Correct FLAN seq number  

V04J 2020-07-22 Correct Legacy FLAN use only b4 for seq 
V04K 2020-07-22 Correct Repeat poll 

V04L 2020-08-08 Add Vend Enter - show OffLine 

                     Correct Reset link 
                              Input as Do vend not loose Free vend setting 

V04M 2020-08-10 Alter Vend - on LCD show vender, comms on-line (not HH, Debug=1) 
V04N 2020-09-15 Alter Default type CR355 

V040 2020-09-22 Alter ATB link xy, x=no link, 1=clear linked, 2=set linked. y=linked reader ref 
V04- 2020-11-28 Correct Pin only - Pin not found was setting last card number  
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UNIVERAL VERSIONS 
 

V100 2017-09-16 Alter Not send controller events before receiving version request 0xF0 
   ID message 8 bytes ID, 1 byte node number 

   Keys 16 strings of 16 bytes 
   SW Keys, FW keys 

   Mux sends ID and keys before power-up message 

V101 2017-12-11 Alter Mux sends ID and keys before power-up message 
V102 2018-01-23 Correct Legacy functions 

V103 2018-02-05 Correct Card search 
V104 2018-02-07 Add GSM type, SMS, SMS send period/sync 

   Module pass though between TEST and module 
   Controller name 

  Correct Other uP versions  
V105 2018-03-22 Add Inputs do keys check 

  Correct 1st key is A to S 

V106 2018-04-15 Correct Reader power control 
   Card in dB <= number of cards 

V107 2018-05-4 Correct Tg, TZ 
  Add Read data from controller 

V108 2018-06-6 Correct CR391 V2 / V3 
  Alter Serial initialize 

V109 2018-06-27 Correct Test release version 
V10A 2018-06-28 Add In, Output names (Universal). Move Reader, controller name (Universal) 

  Correct Setup OutputTg from PC 
   Reader Name causing XRAM setup error 

  Alter Edit names, card number scroll HEX/ASCII Shift 8/9 

V10B 2018-07-04 Correct Legacy Time groups 
V10C 2018-07-07 Correct DB type, name 

V10D 2018-07-11 Add Acomplete type 
   2 sockets (not complete) 

V10E 2018-07-16 Correct BITE readers 
   Socket init on clear stack (got stuck) 

V10F 2018-07-23 Correct Serial reader 
  Alter Default keys 

V110 2018-08-02 Alter 32 time groups for 128 groups 

  Correct On power-up, check if holiday (normally on the hr) 
V111 2018-08-08 Alter Code optimization - compile errors in SER_UP, I2C 

V112 2018-08-16 Correct Key error 
  Add Linked device: 1st event=card+device, 2nd=device+card 

V113 2018-08-2 Correct Out area to open door (PC=enabled) 
   Action complete (pack data) 

  Add Modules MAX keys 
   Device linked to reader - enable device event as entered / card=device 

V114 2018-08-26 Alter Lib_STRING, add ASCII/BYTE/ASCII 

                     Add WiFi CMD 
V115 2018-09-02    Add       2nd TCP socket (TCP port +1), setup stack (serial +0x10)  

V116 2018-09-10    Alter     Force TCP setting to match legacy, add port, gateway to BLM 
                     Correct Legacy vend, vend timeout   

V117 2018-09-19 Correct HH edit reader parameters  
V118 2018-09-29 Alter Default keys TG=128, TZ=12, cards=40k  

V119 2018-10-01 Alter Default keys TG=128, remove gateway, check port (30k to 65k5), default 56789  
                     Correct Card events, number of digits 

V11A 2018-10-26    Alter     Move bI2C_CR391X to BL_MEM 

V11B 2018-11-06    Alter     REQ stack for status request and setup request 
                              Power up reset link in - LAN default to 9k6 

V11C 2018-11-07    Correct Legacy out area event 
                              Direct messages 

V11D 2018-11-17    Correct TCP / LAN comms - multi sockets 
V11E 2018-12-03    Alter     Action complete needs input and AC setting 

V11F 2018-12-05    Correct Slave every 7th event ignored 
V120 2018-12-10    Correct HH input verion AUX and none now not skipped 

V121 2019-01-08    Alter     STD comms, not wrap RX buffer 

                              Not check TG of latch if busy opening 
                     Correct 2 sockets, TCP break.   

V122 2019-01-18 Add       MAC non-TCP 
                     Alter     HH serial type option order alpha 

                    Add       Serial type PassThru (e.g. ComD=Echo, ComC=Test, Echo=D 
V123 2019-01-01    Add       Show LCD Rd-Link menu in legacy 

V124 2019-02-05    Alter     Local Pin bounce, Ser_UP_INT - check RX errors 
V125 2019-02-15    Correct Action complete download legacy 

                     Alter Can have Pushbutton 2 for 1 door (linked) 

V126 2019-02-27 Add 32 bit Wiegand card number 8-32 (match 26 bit readers on these cards 
                     Correct TCP online after PC restarts 

V127 2019-03-05 Alter Legacy mode same memory size to TG/TZ as Univ. Legay/Univ change memory same 
                     Correct Legacy mode Front end reader=node number, RTC display   

V128 2019-03-14 Alter Tg/Tz keys check. If both 0, change to compiled 
V129 2019-04-04 Add Com type ID, reader type ID 

   Nr cards to EE Ram, power-up check dB default 
   Siemens M65 modem for Clip 

  Correct Tg read back by SW3/SCS_Cntroler, clear Tg > 8 zones 
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V12A  Alter HH batch load - update number of cards = end of batch     

V12B 2019-04-13 Correct Invert of MAG clock pulse  
   Legacy report output Tg change    

V12C 2019-04-16 Add FA message on TCP 2nd socket  

  Alter Nr Ins, Outs, Readers default to onboard 
V12D 2019-05-01 Add Siemens CLIP and SMS 

  Correct Booth LEDs  
V12E 2019-05-25 Correct Universal - serial baud, bit, parity settings by PC (bit was going to baud) 

V12F 2019-05-29 Alter Nr Digits clips card number (not need facility code) 
V130  2019-06-03 Correct Universal LAN slave  

   SCS_CONTROLLER read setup 
                              1st read after CLIP 

                     Alter     CLIP reader no Com.Node.Port takes 0.0.1 
V131  2019-06-06 Alter     RX ASCII can have reader ID before card number (comma separated)  

V132  2019-06-21 Correct   LAN slave, 1st message lost after connect - hence no universal keys   

V133  2019-7-15 Add       Aperio readers 
V134  2019-07-17 Add       Input and output expanders from PC 

                     Alter     If controller mode change, clear stack 
V135  2019-07-26 Correct   Correct nr TZ, TG, RD, IN, OUT if have settings 

V136  2019-09-11 Correct   Tg non-Aux / Latch check on outputs 
                     Add       Aperio Batt-low, door handle=Action complete 

V137  2019-09-21    Correct   Multi-readers on FLAN 
V138  2019-10-01    Correct   Multi-PIN (was error in HH link out) 

                     Alter     Default outputs to 5 seconds, readers to 2 per node 

V139 2019-10-14    Correct   Not lose keys if cntrl mode change 
                              Reader 8 status 

                     Alter Last card - speed up search, HH 
V13A 2019-10-16 Correct HH edit of reader that has no APP enabled (did reset) 

                     Alter Enable GSM SMS 
V13B 2019-10-30 Correct Card number after TEST displays all possible numbers 

V13C 2019-11-06 Add App Convert - input change to serial 
V13D 2019-11-25 Correct FLAN master/slave options 

V13E 2019-12-04 Add AlcoVisor breathalyzer 

V13F 2020-01-14    Add TCP - if no connect, break and listen every 35 sec 
                     Correct  AlcoVisor serial port 

                              Tick time in 8 bit uP 
V13G 2020-03-01    Alter  Reader interrupts 

V13H 2020-03-23 Alter Buzz changed to Alarm 
                     Add  Alarm (was buzz), Buzz and Chime outputs 

   Non Intrusion Output set ANILF =Active, Normal, Illegal, Too long, Failed (not opened) 
   SMS on outputs set as alarm 

   Readers set ABC for OFRID = Ok, Fail, Random, Illegal, Duress 

   Levels on Enable in/out and Control out - Comms/HH done, not functional 
V13I 2020-07-05 Alter Reader interrupt - 8 bit compiler 

V13J 2020-07-20 Correct FLAN seq number 
V13K 2020-07-22 Correct FLAN seq number 

V13L 2020-07-22 Correct Repeat poll 
V13M 2020-07-27 Alter Key * and on-line, not display version, always echo key * 

V13N 2020-09-16  Correct Pin Error, Pin LCD display 
V13O 2020-09-22 Alter ATB link xy, x=no link, 1=clear linked, 2=set linked. y=linked reader ref 

V13P 2020-10-18 Correct No latch, use rd link (same as 1 door) 

                              Mode Convert - latch time-out, invert output option 
V13Q  2020-11-04 Add Local PIN - test mode display Pin (was) and matrix (new) 

   Matrix learn, check only one column and row low 
V13R 2020-12-27 Correct Pin only - Pin not found was setting last card number 
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11 ABBREVIATIONS AND TERMS 
 

AC Action complete (door status monitor). 
Ah Amp hour. 

AMP  Measurement of electrical current. 
APB  Anti-pass back (card cannot re-enter an area without exit). 

ASCII  Data that can be displayed as text. 

ATB  Anti-time back (card cannot be used at a the same reader for a set time-out). 
Barrier  Vehicle boom. 

Baud  Rate of bits per second of serial data on a communication line. 
Bit  One bit of data, a logical zero or one. 

Booth  A two door cubicle (mantrap), allowing access of only one person. 
Byte  A character of data (8 bits). 

CR351  Softcon 2 reader CntrP (Data/clock).  
CR354  Softcon 2 reader CntrP (Wiegand). 

CntrP  Softcon CR351 or CR354 card reader CntrP. 

Darlington  Type of integrated circuit (electronic component) for driving outputs.  
DC  Direct current. 

DB  Data base of card information. 
DIP  Dual-in-line plug switches (on the PCB for address selection). 

EC  European commission (standards for electrical emission and susceptibility, etc).  
EPROM  Erasable Programmable Read Only Memory (component containing the program). 

FLAN  Serial multi-drop LAN between CntrP and front-end expanders (e.g. with CR394s, HH).  
FrontX  Expanders on the FLAN.  

FW  Firmware (PCB program, in EPROM). 

IC  Integrated circuit (electronic component). 
LAN  Local Area Network (communication network linking a CntrPs to the PC). 

LED  Light emitting diode. 
LSB  Least significant bit of a byte. 

MAG  Magnetic stripe reader / card. 
Mantrap  A two door cubicle (booth), allowing access of only one person. 

MSB Least significant bit of a byte. 
NC  Normally closed. 

NO  Normally open. 

Node  LAN unit. 
On-line  Connected to a PC. 

Open collector  Type of integrated circuit (electronic component) for driving outputs. 
OSDP  Open Source Data Protocol. 

PAL  Programmable Array Logic (an electronic component). 
PC  Personal Computer (IBM compatible). 

PCB  Printed Circuit Board. 
PIN  Personal Identification Number. 

PLC  Programmable Logic Controller. 
PLD  Power Line Data (Comms). 

RAM  Random Access Memory (parameters and card set-up). 

ROM  Read Only Memory (FW). 
RTC  Read Time Clock in the format yyyy-mm-dd HH:MM:ss W (HH in 24Hr mode, Week day 1=Mondayé7=Sunday 

SW  Software - PC program. 
TTL  Transistor, Transistor Logic (digital IC). 

UL  Underwriters Lab (standards for electrical emission and susceptibility, etc).  
UPS  Un-Interruptible Power Supply. 

VAC  Volt AC. 
VDC  Volt DC. 

 


