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1 SCOPE

This manual provides all information of the Softcon Visitor Scan systems.
It serves as the installation guide for using the Visitor Scanner with Softwin3.
Currently three VisitorScan (VS) options are available:

1 VS100 This is a hand-held device that can scan any 2D barcode, including RSA drivers, ID and
vehicle licences. It transfers the data scanned via WiFi to the Softcon SW3 and cloud
system, storing the v i s i details @rsl recording the visit. Non-RSA drivers require data
entered manually i the ID number need not be 13 digits.

1 VS200 This mobile app (Android or iOS), hosts pre-register visitors and optionally, sends a One
Time Pin (OTP) to the visitor via SMS. Unless more credentials of the visitor are required,
does not require VS100.

1 VS300 A fixed barcode scanner connects to a Softcon CR39x Control Panel (CntrP) i reading the
visitor barcode (d r i vlieencd, 4D, etc.), identifying the visitor, generally only on exit.

Can be used on entry if visitor credentials have been entered prior to entry (e.g. via VS100)
and the credentials are in the site access database (the size of the access database is
limited)..

All documents are available on www.softconserv.com
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2 SYSTEM

The VS systems operates in one of the two modes (the site licence sets the mode is for the site):

2.1

PAPERLESS (VS100 ONLY)

ENTRY

VS100 is used to scan driver® licence and optionally the vehicle disk.
This data is stored on the local SW3 site visitor database for reports.
The entry is logged in the event database.

External to the system:

f
f

EXIT
None

Operational procedures may require that the operator calls the host for visit permission.
The barrier is opened by the operator.

The barrier is opened by the operator i external to the system.

2.2

ACCESS

ENTRY

1

VS100 is used to scan driver® licence and optionally the vehicle disk.

Additional credentials can be added (number of passengers, email).

This data is stored on the SW3 visitor dB for reports.

The entry is logged as an event.

The barrier is opened by the system if so configured (output assigned), else externally by the operator.
If the expiry check option is enabled, access is denied if either the licence or vehicle disc have expired.

1 BIO ENROLL If enabled, after the VS100 scan and data log, the visitor has to enroll biometric (done by the

EXIT

service).
The bio data is stored in SW3 for exit.
Entry event is logged and the barrier is opened by the system if so configured

OneTimePin (OTP). The visitor receives an OTP via SMS, WhatApp or email as result of a host pre-registering the
visitor using VS200.
Optionally with VS100:
The OTP is entered on the VS100 to retrieve the pre-registered visitor from the VS200 service dB.
Scan the drivers licence (verify visitor) and vehicle disc (optionally) i adding all credential
The scanned data is stored to the SW3 visitor dB.
If configured, the barrier is opened (output is assigned in VS100 for the lane).
If no VS100, the OTP is entered on the PinPad connected to a Softcon CntrP to open the barrier.

VS100 is used to scan driver& licence and optionally the vehicle disk.

Exit is granted if the visitor is in the access database (entered via VS100).

If verify is set, data scanned on exit must match the data in the access database (scanned on entry)
Visitor credentials must match. Licence expire and number of passengers not cheeked.
If the vehicle disc is scanned on exit, data must match the data read on entry.

The barrier is opened by the system.

The exit event is logged.

BIO. Exitis via bio, controlled by SW3.
Exit is logged and the barrier is opened by the system.
The bio data is deleted if so configured in SW3

OneTimePin (OTP) must be used at entry (on VS100 or PinPad)

The OTP is entered on the PinPad.

The exit event is logged and the barrier is opened by the system.

The OTP is always deleted on exit or at the end of the day (unless edited in the access database with new expiry).

VS300. The licence scanned on entry is scanned on the VS300 scanner.
The exit event is logged and the barrier is opened by the system.
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2.3 CONNECTON

SCS Visitor Scan
SCS Visitor Service
SW3

Entry and Exit

WiFi Router

<= RS232 =—»

ot |

VS300

2.4 WIRELESS TCP NETWORK (WI-FI)

Softcon
Site licences

f
!

Internet

{Cloud server)

VS200
Hosts (residents)

ENTRY via any of the following:
1 VS100 Scan licence (vehicle disc optional).
1 Bio Scan  VvS100 required
10TP VS100 optional

EXIT via any of the following:
fVS100 Scan licence, requires VS100 entry
fiBio Scan Requires Bio entry
1 OTP Required OPT entry

fvs300 Scan licence, requires VS100 entry

VS100 supports IEEE 802.11 a/b/g/n in both the 2.4GHz and 5GHz frequencies and is connected to a

Wireless access point configure on a router.

The PC running the service software must be connected to the same network that the router is connected to.
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3 SOFTWARE

In this document, the abbreviation given below with brackets next to the program name is used to indicate which program edits
a parameter.

Visitor Cloud Server (Server) (M)

It manages site licence info for each site:

1 Number of VS100 and their serial numbers

1 Mode the Visitor system

1 Site expiries - these are extended as licence and rental fees are paid
Manages communication between VS200 and the site service.

As this software is only used by Softcon, it is not elaborated on further in this document.

Softcon - Visitor Scan Service (Service) (S)

This site service runs after installation (when SCS_VisitorScan installed), thereafter on PC power-up.
Setup and status of the service is via the VisitorScan (E) program.

The licence keys (mode and limits) are received from the VCS (M).

It includes the following:
1 Interfaces VS100 scanners to the cloud, controlling limits and functionality according to the site licence.
1 Transfers VS100 scanned data to SW3.
1 Sends VS100 commands (open barrier) to SW3.
9 Transfers VS200 visitor data and the OTP between the Apps (from cloud server) and SW3

SCS_VisitorScan (E)

Referred to as Editor in this document, this program runs on the same PC as the service, performing the following:
1 Configure the service (via a local dB)
1 Shows the status the service, including the site licence keys (obtains the keys via the internet)

It does not need to run for the system to function.

SCS_VS100 (V)
This program runs on the VS100 scanners and communicates with the service, performing the following if so
configured (via the service):

ENTRY

If OTP is enabled i enter the OTP to retrieve pre-registered Visitor data from the service VS200 db.
Scan driver& licence and optionally the vehicle disc.

If expire check is enabled and licence or disc have expired i no further step are taken.

Enter additional visitor credentials on the device.

Sends scanned data to SW3 to store in the SW3 visitor dB.

Requests SW3 to open barrier

Shows responses from SW3
Enrollment in progess
Visitor data verification
oTP
1 Sends host VS200 confirmation of Visitor arrival and departure

= -4 -4 _a_a_9a_2

EXIT

Scan driver® licence and optionally the vehicle disc.

If verify set, scan driver® licence and optionally the vehicle disc (SW3 verifies entry / exit credentials).
Requests SW3 to open barrier

Shows responses from SW3
Enroliment in progess
Visitor data verification
OTP
1 Sends host VS200 confirmation of Visitor arrival and departure

SCS_SoftWin3 (3)

This is the Softcon Access control system and is also used for database management, reports and site setup.

It optionally interfaces to CntrPs i for visitors to control the barriers and to connect to VS300 for scanning barcodes
on exit.

E I ]

SCS_VisitorScan.Manual.doc V0032 2021-06-08 Page 6 of 28



4 DATA BASES

This section is included from completeness, detailing which programs access the data and when the data is
removed.

SW3 ACCESS dB

Access control settings
BIO, PinPads and VS300 readers are set grant access to enabled area zones and to open barriers via outputs.
VS100 opens barrier via set outputs

Active card database - enables access for the visitor for BIO, OTP and VS300
Stored in visitor section of the database, oldest overwritten when full.
BIO enroll adds visitors.
VS200 adds OTP i deleted on exit, cancel or end of day.

SW3 VISITOR dB (data not deleted by the system)
VS100 adds and updates visitors on scan
VS200 adds visitor when pre-register, OTP extended

SW3 LOG dB (data not deleted by the system)
All access control events and visitor added (VS100 scan and VS200 pre-register) are logged for reporting

SW3 AUDIT dB (data not deleted by the system)
All access control setting changes are logged for reporting i nothing is added as a result of any of the VS actions.

VS200 dB i on site and duplicated on the Cloud Server (data not deleted by the system)
VS200 adds Hosts and users.
VS200 adds visitor when pre-register, OTP extended
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5 SYSTEM SETTINGS

The diagram below shows how the system software programs are inter connected and the data that each program
section holds.

The data is shown starting with the abbreviation (in bold red brackets) to indicate which program edits the data.
(W) indicates Windows data, edited via a Windows tool.

Each data setting is identified by a number in [square brackets] that is used in this document i these are detailed
later in this document.

Softcon - Visitor Scan Service

(W) PC IP [s2]
ETEaE € S N Visitor Cloud Server (v)
(M) Last date verified [m1] 1 == >
(M) Site Name [m2] = I A
(M) Active [m3] k) €<«-->
(M) Max devices [m4] ° 1 ! A
(M) Feature (mode) [m5] I | Internet Softcon VS200 App (A)
(M) VS option [m6] | |
¥
VS200 (settings) 1 | <« - =)
(E) dB settings [a1] to SW3 Internet
(E) notification ena  [a2] (_)* I
SW3 to VS200
(E) Exit OTP enable [a3]  to SW3 1 SCS_VisitorScan Edit ()
|
VisitorScan (edit Eswsip [s3] .
TN = ( a )Manager 42_ _____ > 127.0.0.1 (if on same PC as service)
(E) Activation key [e2] to Manager
VS100 (for each VS100 device)
(M) Serial number  [d1] VS100 device (D)
(E) Enabled [d2] —
(E) Verify Visitor ~ [d3] L1 L2 5| © Port[s1] (x) ‘éV'F'.CO”};‘erCtt [dgl’]
(E) Bio Enrol enable [d4] L1 L2 g - WiFi = = =) EV; Sifﬂ/V:gg IPo Ez%
Eg g;;i?der %gg} :j ::3 (V) No connect timeout  [d11]
(E) AccessPin reader [d7] L1 L2
(E) Reader Enter/exit [d8] L1 L2 SW3 (3)
. SW3 (3) All Bio and access readers
(E) Bio type [31] = Same PC Fixed port| (3) All Area group types
(E) AreaGrp type [32] k3] or )| (3) Area groups
(E) Bio Rd dB range [33] © Ethernet (W) PC IP [s:-ﬁ (3) Output setup (barriers)
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6 SCS_VISITORSCAN

6.1 INSTALLATION

Install by running the se&up.exe in the Softcon Visitor Scanner folder.

Mame

.............................................................................................................................................

Date maodified Type Size
2018/10/22 13:28 Windows Installer ... 4231 KB
2018/10/22 13:28 Application Ti2 KB

.
...............................................................................................................................................

Follow through the setup wizard to complete the installation.
Run the SCS_VisitorScan.exe located in C:/Program Files (x86)/Softcon/SCS_VisitorScan

Note 3 indicators bottom right, Ml indicate green when connected to:

SWS3, service, Cloud Server
Moving the mouse cursor over each indicator, pop-ups relevant info.
Click on service to start and stop.

6.2 ACTIVATION

Activates the Service for the site T must be executed after installation, must be connected to the Internet.

[el] Product key is the only editable info on this page and is entered as provided by Softcon (generated by SCS_Licence
Server via https://softconvisitorserver.azurewebsites.net/authland). Not sent automatically (manually via
email / SMS).

[e2] Activation key is automatically calculated by selecting the

number (Mac) in calculation.

key - uses Product key and the PC Machine

This key is sent to the cloud and the site licence is activated.
Get should only be selected when changing PC, else the Activation will not match the licence keys and requires new
permissions by Softcon.

n| Vvisitor scan

Account Settings Devices

Version 1.0.0.1

Info line displays
messages, errors
(e.g. expired)

Product key: |

97FBA4BB-CO7C49A0-A29AFDIE-6DOAEERS

Activation key: | 2BPVFE7YY-UIADHVVL-ETZN3LUS-M21GZ6.4

Update [ Get Latest

Update/Get Latest . o .
Can be selected at any time after site is activated.

This results in connects to cloud and receives the latest site licence info from the service.
The service obtains this data from the cloud automatically every 15 minutes.
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6.3 ACCOUNT (SHOWS WHAT SITE LICENCE ENABLES)

Version 1.0.0.3

| visitor scan

Activation Settings Devices Visitors
Last verified licence date: 2020/01/16 |
Site name: |Kobus Demo |
Active
Maximum devices: | 2

Feature: |Access |

VS Option:  [VS100.vS200 |

JJQ%I

No data is editable. Selecting reads the licence settings from the service.
The data is:
[m1] Last verified date shows the date when last the licence was verified.
The service does this automatically every 15 minutes.
Note that the Get Latest button be selected to read this from the cloud (the service checks every 20 sec).

[m2] Site name as set by Softcon. To change, please contact Softcon.
[m3] Active. The site is disabled via the Cloud or is there is no connection for 14 days.
[m4] Maximum Devices that can be used on the site.

[m5] Feature indicates the mode of operation
1 Paperless SWa3 does not link to CntrPs to grant or deny access
1 Access SWa3 grants or denies access via CntrPs.
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6.4 SETTINGS (SERVICE SETTINGS)

Version 1.0.0.3

on | Visitor scan

Activation Account Devices Visitors

Listener port: | 45555”

SoftconIP: | 127. 0 . 0 .1

Enrolmenttype: | MorphoSigma e
Area group type: | ‘||
Card range reader ref: | ‘||
V5200 Db setlings:  |Folder: C:\Softwin3
Usemame: Admin

Password:

V5200 notifications

[] Activate visitor for keypad exit

Q@O

——

[s1] Listener port on the service, used by VS100 to connect to the service.
This port must not be blocked by a firewall.

[s2] Softcon IP address of the PC where the SW3 is running 7 required by service to connect to SW3
The indicated 127.0.0.1 is local PC (local host). If SW3 is on a different PC, that IP address must be set.

[31] Enrolment Type. Currently only MorphoSigma biometric readers can be used.
After the visitor has been scanned by VS100, the service does a quick enroll.

[32] Area group Type. This reference selects the SW3 area group type that provides the area group name list that can be
used by VS100 when scanning a visitor, the button Set [Wele=\ilely] = where access is granted for BIO and OTP (See
Area group in SW3 setup below).

[33] Card range reader ref. This reference selects the SW3 system reader, setting the access database start and end for
visitors.

[al] VS200 dB settings. Selects the folder where the visitor dB is located. The folder can be selected using the button.
The user name and password of the database must be entered. This VS200 dB Contains host and visitor credentials.

[a2] VS200 notifications. If enabled, Visitors are reported to the host App on entry and exit.

[a3] Activate visitor for keypad exit. If enabled, the VS200 dB retains the visitors that have not exited until the end of the
day after the visit 1 allowing a simple generation of a new OTP by the host

must be selected to pass the settings to the service (service stores the settings).
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6.5 DEVICES (VS100 SETTINGS)

ot | VisTtor scan

Version 1.0.0.3

. »
Activation Account Settings @ Visitors

Serial No: [2946424375 | & Enabled
LANE 1 LANE 2
[ Verify visitor Biometric enrolment [ Verify visitor [] Biometric enrolment
Enrol reader Cutput ref Enrol reader Cutput ref
[ 1 | | 0 | | 1 |
Access reader. Access reader.
Reader type: Entry i Readertype: | Exit i

999 A

Each VS100 device is configured to be used on one or two lanes.
The number of active VS100 devices on a site is limited by the site licence keys.

[d1] Serial Number. The VS100 device serial number registered to the site is displayed.
This is not editable and is received from the management system via the internet i registered to the site.
Devices changed must be reported to Softcon i management system updates the site.

[d2] Enabled. Tick the box to enable and untick to disable the device. Typically additional devices (more than the site
licence allow) are being charged.

[d3] Verify visitor. If enabled, the driver® licence (excluding number of passengers and expires) and vehicle disk
scanned with VS100 at exit must match that scanned at entry. If disc is scanned on exit, the entry disc is verified.

[d4] Biometric Enrolment. If enabled, Bio enrolment is registered at entry (after the licence and optionally vehicle disc
are scanned), the Bio is used for exit.

[d5] Enrol reader. When bio is enabled, this selected SW3 bio reader is used for the entry enrolment.
[d6] Output ref sets the SW3 output reference that is to open the barrier.

[d7] Access reader sets the SW3 reader that is used for OTP (entry or edit) or the reader that is connected to the VS300
reader on exit. Bio reader exit is a SW3 setting.

[d8] Reader type sets the lane for entry or exit i only for VS200 to send entry / exit notification to host.
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6.6 HOSTS

-—

‘ersion 1.U.U.3

| visitor scan

Activation Account Seftings Devices Visitors

Name: [Kobus |

Surmame: |Ferreira |

Address H |

RecordIld MName Mickname Phone
1019 Kobus Ferreira Twiggy 0123487301

QOQ

Only available if VS200 enabled and is used to find hosts when a visitor was not pre-registered.
Hosts created with the VS200 Visitor application are displayed in the Host page i scroll bar on the right moves
up/down the list.

A host can be searched for by entering the Name, Surname or address.
Search ;
Max of 20 hosts are displayed

Double click on the host name in the list to see the details of the host.
No data editable. Bottom section allows for hosts with multiple addresses on the site.

“3=»  Host

Host record ID: | 1019 | Lastupdated DT: | 2020/01/30 12:25 |

Mame: |Kobus Ferreira

Mickname: |Twiggy

Phone: (0123487301

E-mail: |Kobus@soﬂ.conserv.com

Address record ID: | 1 Lastupdated DT: | 2020/01/30 12:25 SW3 AreaGroup
Where access

allowed

Visit AG: | 1

Address: |475 King's Highway. Lynnwood, Pretoria

Address record ID: | 2 | Lastupdated DT: | 2020/01/30 12:25

Visit AG: | 1 |

Address: |Kobus Ferreira
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6.7 VISITORS
| visitor scan

Version 1.0.0.3

Activation Account Settings Devices
OTP: [223043 |
Visitdate: | Friday .31 January 2020 B- |
Record ld Host name Wisitor name Booking DT AG
596 Kobus Ferreira Kobus Werk 2020/01/31 05:59 1
[The site data has been updated successfully JIID 4

Page is only available if VS200 enabled and is used if no PinPad installed and no VS100 used or OTP not

found.
If no VS100, verification of the Visitor can only be done by the operator.

Visitors created with the VS200 Visitor application are displayed in the visitor page i scroll bar on the right
moves up/down the list. No limit to the number of lines.

A visitor can be searched for by entering the OPT or visit date above and selecting the Search
button.

Double click on the visitor name in the list to see the details of the visitor.
Note: in the example, the credentials scanned does not match the credentials given by the host (data the host has is not
the same as on the licence).

amt Visitor

Hostrecord ID:

|

Hostname: |Kobus Ferreira

Host phone: |{].12343?3{].1

2020/01/3105:59 Received DT: 2020/01/3107:55
Cwm vatae: [ 20200151

Visitor name: |Kobus Werk

Visitor phone: |{]\832684131

When visitor was registered

Booking DT

Visitor record ID

When visitor enter / exit expected

Access sync DT If no exit OTP expires at midnight

Access cancelled DT:

Access area group:

Access card ID:

|
|

Arrival

Name: [c COETZEE
Phone: (0832684131
Vehicle registration: |CWG3TVGP

When arrived
Data scanned or entered

Vehicle descripion: |VOLKSWAGEN/VW 240-POLO VIVO (Whits)

Passengers: Arival DT: 2020/01/31 08:44 _
Cloud sync DT: 2020/01/31 08:44

Departure

Name: |C COETZEE

Phane: (0832684131

Vehicle registration: |CWG3TVGP
Vehicle description: |VOLKSWAGEN[\M 240-POLO VIVO (White)

Passengers: Date/Time: 2020/01/3108:52
Cloud sync DT: 2020/01/3108:52

When departed

Data scanned or entered

|
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/7  VS100 APPLICATION

Softcon
Site licences

7.1 VS100 SETUP

1

SCS Visitor Service

Internet

(Cloud server)

Ethernet
o
=
R ¥
VS100
Entry and Exit WiFi Router

Connect VS100 device to Wifi with internet access, with the following sequence on the VS100:

7.1.1 VS100 Settings Login
Required to change setup. Currently the password is fixed to 7467.

Press the three dots to
view settings button.

5:42 PM

d  Settings

Press settings to
proceed to password.

6:33 PM

On keypad, enter
password 7467 to gain
access to settings
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7.1.2 VS100 Service Connection Settings

<  Settings

Scanner settings

Server I[P Address

WiFi status
green=connected

Connection status

5000

10000

green=connected

[d9] WiFi Network Name shows WiFi connected to.
Green icon indicated WiFi is connected.
Changed via the WiFi CONFIGURE BUTTON

[s2] Service IP Address where the service software is installed.
Firewall must be disabled, else the status icon will be red.

Green icon indicates connected.

[s1] Service Port Number of the service software.

[d10] Mac Address of the VS100 scan device. This is fixed for the device.

[d11] Timeout in milli-seconds for VS100 to Service connection fail

Default is 10,000 = 10 seconds.
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7.1.3 VS100 Configuring the Wifi
Please not that all antivirus programs must be disabled.
Windows Defender Firewall must be disabled (path shown in top line)

W Control Panel\System and Security\Windows Defender Firewall\Customize Settings

- v 1 @ « Wind.. > Customize.. v 0

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Domain network settings

0 (O Turn on Windows Defender Firewall

@ @ Tum off Windows Defender Firewall (not recommended)

Private network settings

v O) Tum on Windows Defender Firewall

g @ Tum off Windows Defender Firewall (not recommended)

Public network settings

o 7) Tum on Windows Defender Firewall

w @ Tum off Windows Defender Firewall (not recommended)

Select the WiFi tab if required, enter network password and additional settings:

V.

Select the require network

N

Security
WPA2 PSK

Password

[C] show password

WiFi enable

On/Off Advanced options

Proxy

None

IP settings

+ Add network DHCP

CANCEL

7.1.4 VS100 Scanner Settings

€  Settings

Select the Scanner tab
£

Personal Details enables read from ID/Driver (must be on). Personal Details Car Details
Display SADL display Photo read from driver® licence.
Validate Scan prevent sending ID data to service if not South African. |isplay SADL Image Scan Asset Data
Scan Lane enable device to scan Lane 1 and/or Lane 2.
Car Details enables the scan of Vehicle licence Disks. Validate Scan Data When Save

To scan is not enforced.
Scan Asset Data enables scan of one asset.
Cannot only scan only if Vehicle not on.

Licence Expiry Prevent Save

Scan Lane 1 Scan Lane 2

Status: Capture v
Button opens
date/time page T ADJUST DATE AND TIME
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7.1.5 VS100 About
Select the Help about tab

Software Version  Current App Version

Android SDK version installed

IMEI Number of the device

Serial Number of the device (please supply to Softcon to activate)
Up-Time since last start-up of the device

The Cloud Server is
checked for update.

Update can be
selected

< Settings

Software Version

2.9

| CHECK FOR UPDATES

Android Version

Android SDK: 24 (7.0)

imei Number

863573027975830

Serial Number

2829636405

Up Time
24:32:35
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7.2 VS100 SCAN

The layout of the Main Page varies according to the setup and the site licence.

VS200 enabled (if not, SCAN below)
OTP must be entered on the VS100
Or on VS100, search for host, scan (see SCAN below) and enter data and send a visit request to the host
forlanel @) orlane2

Host declines  VS100 displays reject
Host accepts OTP is sent to visitor and to VS100, continues to SCAN below

LR

SW3_Visitor

oTP

Does the visitor have a pin code

e
rig V‘ tho
1 2 3 ) e e
4 5 6 ; asdfgh j kI
7/ 8 9 a 4 z xcvbnma
:
" s o @ e ©

SCAN
To start a scan, press either button on the top i side of the scanner.
The barcode scanning unit will project a laser.
Position the barcode in front of the scanner using the projected laser as guide.
The unit will emit a beep once a barcode has been read.

On scan completed, the data read by the Scanner are populated as below.

Typically, the user would scan the ID/Drivers, followed by the Car Licence (any order).

The data not scanned (e.g. when an ID Book scanned) can be entered manually (must enter ID i any
number). Only ID is required i all other are optional.

oo Data below is sent to the service as lane 1 or lane 2 when button
selected.
Data below is indicated as:
[m] manually entered
[I] read from the RSA driver® licence, if not RSA licence i enter manually.
[v] From the vehicle disc.

[I] 1D number of visitors.

[l Gender of visitor

[I] Visitors Surname and First Name
[m] Visitor Contact Number (Cell)

[l] Driveré Licence Expiry

act Number

[v] Vehicle Number Plate registration . o e
[v] Car Description - Make, Model, Color of the vehicle ‘ —
[v] Car Licence Expiry
[m] Number of Passengers in the vehicle
[m] Location  Area-Group Assigned to the Visitor
where access is granted for BIO and VS300 ar Licence Expiry
Not available if visitor has OTP (location is fixed for the host)

imber of passengers

Select Location

°Selecting reset clears data and requests the site licence and area- "The way | seeit every lfe i 2 pie of good things
- and bad things. The good things don't always
groups from the service. e

soften the bad things, but vice-versa, the bad things
don't necessarily spoil the good things or make
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7.3 VS100i1 SW3 VISITOR SETUP

Area Group(s) allow access to specific area zones (set in SW3)
Area group and area zone names are edited as required, e.g.
Area Group fVisitor parkingogrants access to zones
Gate Lane 1
Gate Lane 3
Campus parking

Area Group fiCampusogrants access to zones
Gate Lane 1
Gate Lane 3
Campus parking
Campus
Admin front door
Lab ABC front door

Area Group fCleaning Staffogrants access to zones
Admin front door
Lab ABC front door
Workshop

Each reader is linked to an area zone i granting access to that zone.

Area Group Type is a filter of Area Groups (only displaying Area Groups allocated to the Type)

These types (filters) are used to select where access is granted.

Multiple Area Groups are allocated to each Area Group Type (see 2" section below)

Required by VS100, one Type is allocated to the Visitor System (other types are used for other access control).

An appropriate description is given to each Area Group Type (1%t section below), e.g.
Area Group Type fVisitorsois set to filter (only show) Area Groups:
Visitor parking
Campus

When VS100 scans a visitor and no OTP was sent to the visitor by a host (VS200)
When VS100 scans a licence, a Location must be selected from a list for enabling access for BIO and/or VS300
This list is result of the Area Group Type configured for the Visitor Scan System (via SCS_VisitorScan)

For the example above, if Area Group Type fVisitorsois configured for the Visitor system, Location displays
Visitor parking
Campus
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7.3.1 Setting Area Group Type name
SetupA Setup EditorA Area Group type:

Select editor

+ ot

rii?’h(x Editor Group: Setup

x

Aler Database

Area zone

Bar Code

Buildingz

Carmnera

Campuszes

Critrliar M odems
Crtrbar Schedule
Commz Interface Setup
Contraller Setup
Counters

dB Distr Modem

dB Dizstr Rermotedlarm
dB Distr Schedule

dB Diglr Setup
Equipment Type
External Link Look-up
Esternal Link Messages

Cobrmrwmd |l n

Area GrnuE

- Rename

Delete

Cahicel

ﬁ User: Administrator - [Area Group Type]
B2 File Edit Status Card Setup Vending Prograr
SEdafdTii Hena@

Mame

2 zhrea Type 2
3 zhArea Type 3
4 zhArea Typed

7.3.2 Setting Area Group name, allocating to Type
Allocated multiple Area groups to Area Group Type

SetupA Setup EditorA Area Group:

. o

&qﬁ\ Editor Group: Setup

Alter D atabaze

Area Group

Area Group Type

Area zohe

Bar Code

Buildings

Camera

Campuses

Crtrlbar Modems
Cnrtrlidar Schedule
Commz Interface Setup
Contraller Setup
Counters

dB Distr Madem

dB Distr Rematealarm
dB Dizstr Scheduls

dB Distr Setup
Equipment Type
Esternal Link Look-up
Euternal Link Meszages

Cobmrm =l | finlsm

Fename

Delete
Open

Cancel

B2 User Administrator - [Area Group]
ﬁFile Edit Status Card Setup Vending Progr

S aRETII IO 08SR

Mame Type
1 All Access zhrea Type 0
2 Sales zhrea Type 0
30T zhrea Type 0
4 Cleaners zhrea Type 0
5 Manager zhrea Type 0

7 zhrea group 07 zhrea Type 0
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7.4 VS100 TROUBLESHOOTING

Unit does not power on
1 Check if battery is correctly installed
9 Check if the unit needs to be charged.
1 Place the unit on charge and wait 2 hours. Test if power on works.

Visitor record created but blank
9 Check Vis min and Vis Max are correctly set, and that vis max is less than max reference in card admin
9 Check ID number fields in both visitor.mdb and card.mdb are set to text with a size of 34(done in database.mdb)

Visitor Created but not card
9 Check that the visitor range in card admin has card numbers.
If not, enter card numbers. This is only applicable if not using VS300.

Save to Softwin3 is slow
9 Check that ram size in Database.mdb table RAM_GROUPS is set correctly on ID 54.
This must be at least the same size as max visitors (VISMAX - VISMIN).
Ensure that Vis Min and Vis max is set to Card db size in FP reader Setup.

Notifications Not Working on VS200 app
1 Clear app Logins in the user page, Log-off then log-in
1 Uninstall App and reinstall
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8 VS200 APPLICATION

8.1 VS200 - INSTALLATION
Download Application from Google Play Store (Softcon VS200)

o @

Calendar Calculator

Ti0s W0 @ - TN

1o MG @ -

Search for
Softcon VS200 & Softcon V5200 o O

Foryou Top charis Premium Categories.

m WEZL
—

l - Sofion Soflwera Control Sordiced
Download & @ 3 FE B Lestalled
Based on your recent activity = install VS200

8.2 VS200 - SETUP

Open application and enter Username & Password 1 received via email from the Cloud Server.
Selecting sign-in opens the user page (on the right below).

Enter i
Username Up to 4 devices

Password

Remember
Username
Password

Enter

Credentials

Create new
Password

Enable Cell

FingerPrint
Login

Thereafter, the user page can be opened via menu and tap user name on the top.
Username cannot be edited.
Up to 4 devices can be allocated to each host. The devices option allows for delete of a device.
When opening the VS200 app i the username and password add that device to that host.
Note that any of the devices can edit the host data (not username).
All devices linked to a host get the VS200 notification of entry, exit and Pin request (any can grant or deny).

In the menu page (shown below) i the host cannot select users.
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